


{ Protect other agents. An agent should not be able to interfere with another
agent or steal that agent’s resources. This problem can be viewed as a sub-
problem of protecting the machine, since as long as an agent cannot subvert
the agent communication mechanisms and cannot consume or hold excessive
system resources, it will be unable to a ect another agent unless that agent
chooses to communicate with it.

{ Protect the agent. A machine should not be able to tamper with an agent or
pull sensitive information out of the agent without the agent’s cooperation.
Unfortunately, without hardware support, it is impossible to prevent a ma-
chine from doing whatever it wants with an agent that is currently executing
on that machine. Instead we must try to detect tampering as soon as the
agent migrates from a malicious machine back onto an honest machine, and
then terminate or x the agent if tampering has occurred. In addition, we
must ensure that (1) sensitive information never passes through an untrusted
machine in an unencrypted form, (2) the information is meaningless without
cooperation from a trusted site, or (3) that theft of the information is not
catastrophic and can be detected via an audit trail.

{ Protect a group of machines. An agent might consume excessive resources in
the network as a whole even if it consumes few resources at each machine.
Obvious examples are an agent that roams through the network forever or
an agent that creates two child agents on di erent machines, each of which
creates two child agents in turn, and so on. An agent and its children should
eventually be unable to obtain any resources anywhere and be terminated. If
the network machines are under single administrative control, solutions are
relatively straightforward; if the machines are not, solutions are much more
complex.

Outline of this paper. Over the past few years we have developed a multi-
language mobile-agents system, D’Agents, formerly known as Agent Tcl. A sig-
ni cant component of that e ort has been to design and implement security
mechanisms and policies to deal the issues described in this section. In this
chapter we cover each of the above issues in turn, rst describing how D’Agents
addresses the rst two concerns, and then brie y discussing some possible solu-
tions for the second two concerns. Throughout our discussion we make a careful
e ort to distinguish between the architectural features of the D’Agents system,
particularly its security mechanisms, and the security policies that are or could
be implemented within that framework.

2 Related work

Although all of the problems discussed above have been considered in the mobile-
agent literature [18,4, 28,22], most mobile-agent systems address only the rst
two problems, namely, protecting a machine from malicious agents and agents
from each other. A growing number of mobile-agent projects, however, are exper-
imenting with techniques for protecting machine groups from malicious agents



and protecting agents from malicious machines. Here we consider some repre-
sentative mobile-agent systems.

Telescript [31,33,32,34], later marketed as part of the Tabriz web-server
package and then withdrawn from the market, was the rst commercial mobile-
agent system. It has two security mechanisms. First, each agent carries crypto-
graphic credentials so that the system could verify the identity of the agent’s
owner. Second, each agent carries a set of permits that give it the right to use
certain Telescript instructions and certain amounts of available resources. Each
machine imposes a set of permits on incoming agents to prevent that agent from
taking undesired action. Agents that attempt to violate their permits are termi-
nated immediately. Some permits involve resources that are \distributed" across
multiple machines (e.g., maximum number of times that an agent can migrate).
Since Telescript assumes that all machines are trustworthy, these permits are
simply counters that are decremented as the agent travels through the network.

Nearly all mobile-agent systems protect the machine in the same manner as
Telescript: (1) cryptographically verify the identity of the agent’s owner, (2) as-
sign access restrictions to the agent based on the owner’s identity, and (3) execute
the agent in a secure execution environment that can enforce these restrictions.
The commercial Java-based systems, such as Odyssey [8], Voyager [29], Concor-
dia [35], and IBM Aglets [17], all cryptographically sign the migrating Java code
and then enforce access restrictions with the standard Java security mechanisms,
i.e., customized class loaders and security managers [6].

Most research systems provide only partial protection for machines, simply
because the research focus is often something other than security (or some other
aspect of security). Tacoma [13] provides hooks so that a developer can add their
own encryption subsystem (and then use this encryption subsystem to sign mi-
grating agents), but does not provide secure execution environments for all of its
supported languages. The Tacoma Too project is experimenting with software
fault isolation and security automata as a exible way to enforce access restric-
tions [26]. (A security automata is a state machine in which each transition
corresponds to an allowed resource access; software fault isolation instruments
the machine or object code with security checks.) Ara enforces restrictions on
CPU time and memory usage, but does not yet protect resources such as the

lesystem and network [22]; the Ara group is currently implementing a full se-
curity model, however, including digital signatures and access restrictions for all
system resources. Both Tube [10] and SodaBot [5] provide execute their agents
inside secure interpreters that enforce some access restrictions. (SodaBot agents
are written in a custom language called SodaBotl, while Tube agents are written
in Scheme.)

D’Agents does focus on security issues and provides relatively complete pro-
tection for machines. Agents are cryptographically signed using PGP [15], while
access restrictions are enforced with Safe Tcl [18], Java security managers [6], and
Scheme 48 modules. Unlike most mobile-agent systems, D’Agents is designed to
support multiple languages, and thus focuses on cleanly separating enforcement
from policy and on implementing as much of the security mechanisms as possi-



ble in a language-independent manner. The D’Agent mechanisms for protecting
machines is the focus of most of this chapter.

We plan to use electronic cash to protect groups of machines [2]. Most mobile-
agent projects, including Tacoma [13], Ara [22], and Messengers [1], have similar
plans. To our knowledge, however, little implementation work has been done by
any of these projects.

Finally, there are a range of possible techniques for protecting an agent
from malicious machines, most of which were introduced by other mobile-agent
projects, and none of which are currently implemented in D’Agents. Since a later
section is devoted to describing these techniques, we will present related work in
that section.

3 D’Agents

D’Agents is a mobile-agent system whose agents can be written in Tcl Java
and Scheme ! D’Agents has extensive navigation services [23], security mech-
anisms [9], and debugging and tracking tools [11]. In addition, it is active use
at numerous academic and industrial research labs, including labs at Lockheed
Martin, Siemens, Cornell, and the University of Bordeaux, and is starting to nd
its way into production-quality applications.

Like all mobile-agent systems, the main component of D’Agents is a server
that runs on each machine. When an agent wants to migrate to a new machine, it
calls a single function, agent_jump, which automatically captures the complete
state of the agent and sends this state information to the server on the destination
machine. The destination server starts up an appropriate execution environment
(e.g., a Tcl interpreter for an agent written in Tcl), loads the state information
into this execution environment, and restarts the agent from the exact point at
which it left o . Now the agent is on the destination machine and can interact
with that machine’s resources without any further network communication. In
addition to reducing migration to a single instruction, D’Agents has a simple, lay-
ered architecture that supports multiple languages and transport mechanisms.
Adding a new language or transport mechanism is straightforward: the inter-
preter for the new language must support two state-capture routines, and the
\driver" for the new transport mechanism must support asynchronous 1/0 and
a speci ¢ interface. The primary language is Tcl, and we are currently adding
support for Java and Scheme. The primary transport mechanism is TCP/IP.

Figure 1 shows the D’Agents architecture. The core system, which appears
on the left, has four levels. The lowest level is an interface to each available
transport mechanism. The next level is the server that runs on each machine.
This server has several tasks. It keeps track of the agents running on its machine,
provides the low-level inter-agent communication facilities (message passing and
binary streams), receives and authenticates agents that are arriving from another

1 See URL http://www.cs.dartmouth.edu/~agent/ for software, documentation, and
related papers.



host, and restarts an authenticated agent in an appropriate execution environ-
ment. The third level of the architecture consists of the execution environments,
one for each supported agent language. All of our languages are interpreted, so
our \execution environments" are just interpreters, namely a Tcl interpreter, a
Scheme 48 interpreter, and the Java virtual machine. For each incoming agent,
the server starts up the appropriate interpreter in which to execute the agent.
It is important to note that most of the interface between the interpreters and
the servers is implemented in a C/C++ library and shared among all the inter-
preters. The language-speci ¢ portion is just a set of stubs that call into this
library.

Interpreter

Server or engine

Electronic

TCP/IP e .
mail

Fig. 1. The architecture of the D’Agents system. The core system, shown at left, has
four levels: transport mechanisms, a server that runs on each machine, an interpreter
for each supported agent language, and the agents themselves. Support agents (not
shown) provide navigation, communication and resource management services to other
agents.

The last level of the architecture are the agents themselves, which execute
in the interpreters and use the facilities provided by the server to migrate from
machine to machine and to communicate with other agents. Agents include both
moving agents, which visit di erent machines to access needed resources, as well
as stationary agents, which stay on a single machine and provide a speci c¢ service
to either the user or other agents. From the system’s point of view, there is no
di erence between these two kinds of agents, except that a stationary agent typ-
ically has authority to access more system resources. The agent servers provide
low-level functionality. All other services are provided at the agent level by dedi-
cated service agents. Such services include navigation, high-level communication
protocols, and resource management.

Figure 2 shows one of the applications in which D’Agents is used. The applica-
tion’s task is to search a distributed collection of technical reports for information
relevant to the user’s query. The user enters a free-text query into a front-end
GUI. The GUI then spawns an agent to actually perform the query. This agent



makes two decisions. First, if the connection between the home machine (i.e., the
user’s machine) is reliable and has high bandwidth, the agent stays on the home
machine. If the connection is unreliable or has low bandwidth, which is often
the case if the home machine is a mobile device, the agent jumps to a proxy
site within the network. This initial jump reduces the use of the poor-quality
link to just the transmission of the agent and the transmission of the nal result,
conserving bandwidth and allowing the agent to proceed with its task even if the
link goes down. The proxy site is dynamically selected according to the current
location of the home machine and the document collections.

Once the agent has migrated to a proxy site, if desired, it must interact with
the stationary agents that serve as an interface to the technical report collections.
If these stationary agents provide high-level operations, the agent simply makes
RPC-style calls across the network (using the inter-agent communication mech-
anisms). If the stationary agents provide only low-level operations, the agent
sends out child agents that travel to the document collections and perform the
query there, avoiding the transfer of large amounts of intermediate data. Infor-
mation about the available search operations is obtained from the same directory
services that provide the location of the document collections. Once the agent
has the results from each document collection, it merges and Iters those results,
returns to the home machine, and hands the results o to the front-end GUI for
display to the user.

Although the behavior of this agent is relatively complex, it is actually quite
easy to implement. Figure 3 shows the Tcl code for a simpli ed version of the
information-retrieval agent. This simpli ed version always jumps to the proxy
site and always spawns child agents, rather than using the network-sensing and
directory services. Since using the network-sensing and directory services involves
only a few library calls, however, the real agent, including appropriate error-
checking and the code to merge and Iter the query results, is only about three
times as long as the simpli ed agent.

In addition to excluding error checking, network-sensing and directory lookups,
the simpli ed version of the agent does not explicitly use the D’Agent security
services (although it is still subject to the security constraints set by the proxy
and collection machines). A version of the agent that does use the security ser-
vices is presented in the next section.

4 Protecting the machine (and other agents)

Protecting the machine involves two tasks:

{ Authentication. Verify the identity of an agent’s owner.
{ Authorization and enforcement. Assign resource limits to the agent based on
this identity and enforce those resource limits.

D’Agents, like other mobile-agent systems, handles these two tasks with
public-key cryptography and secure execution environments that perform autho-
rization checks before each resource access. More speci cally, D’Agents has an en-
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Fig. 2. An information-retrieval application in which D’Agents is used. The user enters
a free-text query via a front-end GUI; the GUI then launchs an agent that will search
a distributed collection of technical reports for documents relevant to the query. The
agent rst jumps to a proxy site if the link between the user’s machine and the network
is unreliable or has low bandwidth. Then, if the query requires multiple operations
against each search engine, the agent launches child agents that travel to the search-
engine locations and perform the query steps locally to the engine. If the query requires
only a single operation, the agent will interact with the search engines remotely.



1 proc runQuery {query expansionWords} {

2 global agent

3 # send query to search engine

4 agent_send "$agent(local-server) search-engine” 0 $query
5 agent_receive code results

6 # expand query if we do not have enough results
7 .-

8 return $results

9 }

10

11  # register with the agent system and then migrate to the proxy site
12 agent_begin

13  agent_jump $proxySite

14

15 # send a child agent to each document collection

16  foreach site $collectionSites {

17 agent_submit $site \

18 -vars query expansionWords -procs runQuery \
19 -script {runQuery $query $expansionWords}
20 }

21

22 # receive the query results

23  for {set i 0} {$i < $numSites} {incr i} {

24 set source [agent_receive code results]

25 set queryResults($source) $results

26 }

27

28 # merge and filter the results and then return home
29 ...

30 agent_jump $agent(home-machine)

Fig. 3. Tcl code for a simpli ed version of the information-retrieval agent. First the
agent registers with the agent system (line 12). Then the agent jumps to the proxy
site (line 13). Once on the proxy site, the agent sends a child agent to the location
of each document collection (lines 15{20). The child agents, whose code consists of
the runQuery procedure (lines 1{9), communicate with the collection search engines to
perform the query, and then return their results to the main agent. Finally, the main
agent receives the results from each child agent, merges and Iters these results, and
jumps back to its point of origin where the results are displayed to the user (lines 22-
30). (The variable agent is a global array that is always available to an agent and that
contains information about the agent’s current location.) The real version of the agent
performs several additional actions that are not shown here, namely (1) appropriate
error-checking, (2) using the network-sensing services to decide whether or not to jump
to a proxy site, (3) using the directory services to identify the proxy site (variable
proxySite) and the collection sites (variables collectionSites and numSites) and
to decide whether or not to spawn the child agents, and (4) obtaining the query and
expansion words (variables query and expansionWords) from the front-end GUI.



cryption subsystem, a language-dependent enforcement module, and a language-
independent policy module (for each system resource). These three components
are shown in Figure 4 and described in the subsections below.

4.1 Authentication

Each D’Agents server distinguishes between two kinds of agents: owned and
anonymous. An owned agent is an agent whose owner could be authenticated
and is on the server’s list of authorized users. An anonymous agent is an agent
whose owner could not be authenticated or is not on the server’s list of authorized
users. Each server can be con gured to either accept or reject anonymous agents.
If a server accepts an anonymous agent, it gives the agent an extremely restrictive
set of resource limits.

RSA public-key cryptography is used to authenticate an agent’s owner. Each
owner and machine in D’Agents has a public-private key pair. The server can
authenticate the owner if (1) the agent is digitally signed with the owner’s public
key or (2) the agent is digitally signed with the sending machine’s key, the server
trusts the sending machine, and the sending machine was able to authenticate the
owner itself. In the second case, the sending machine would have authenticated
the owner in one of the same two ways: (1) the agent was signed by the owner or
(2) the agent was signed by one of the sending machine’s trusted machines (and
that trusted machine was able to authenticate the owner itself). Thus, trust
is transitive, and trust relationships must be established carefully. Typically
machines under single administrative control would trust each other and no one
else.

D’Agents uses Pretty Good Privacy (PGP) for its digital signatures and en-
cryption. PGP is a standalone program that allows the secure transmission of
electronic mail and is in widespread use despite controversies over patents and
export restrictions [15]. PGP encrypts a le or mail message using the IDEA
algorithm and a randomly chosen secret key, encrypts the secret key using the
RSA public-key algorithm and the recipient’s public key, and then sends the
encrypted key and le to the recipient. PGP optionally adds a digital signature
by computing an MD5 cryptographic hash of the le or mail message and en-
crypting the hash value with the sender’s private key. Although PGP is oriented
towards interactive use, it can be used in an agent system with minimal e ort.
In the current implementation, D’Agents runs PGP as a separate process, saves
the data to be encrypted into a le, asks the PGP process to encrypt the le,
and then transfers the encrypted le to the destination server. This approach
is much less e cient than tightly integrating PGP with the rest of the system,
but is simpler and more exible, especially since it becomes trivial to create an
D’Agents distribution that does not include PGP or that uses di erent encryp-
tion software [30].

An agent chooses whether to use encryption and signatures when it migrates
or sends a message to another agent. If the agent is not concerned with inter-
ception during migration, it turns o encryption. If the agent is not concerned
with tampering during migration and can accomplish its task as an anonymous
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Fig. 4. The components of the D’Agents security architecture. When an agent arrives
at an agent server, the server veri es the agent’s digital signature if present (step 1),
and then either accepts or rejects the agent according to its current access lists (step
2). If the server accepts the agent, it records the identity of the agent’s owner for future
use (step 3), starts up an execution environment for the agent (step 4), and resumes
agent execution (step 5). Once the agent is executing, it might try to access some
system resource such as a particular le (step 6). The language-speci ¢ enforcement
module sends the access request to the appropriate resource manager, which is just a
stationary agent that de nes the security policy for that resource (step 7). The manager
checks the request against its current policy and returns a grant or deny message to
the enforcement module (step 8).
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agent, it turns o signatures. When sending a message, the agent makes the same
decisions, except that it turns o signatures only if the recipient does not need
to verify the sender’s identity. Turning o either encryption or signatures is a
signi cant performance gain due to the slowness of public-key cryptography, and
thus most agents will turn o encryption and signatures whenever the needed
resources and the network environment allow it. In the rest of this section, we
assume that the agent does not want to be an anonymous agent and does not
want to send anonymous messages, and thus has digital signatures turned on.

When an agent registers with its home server using the begin command
(Figure 5), the registration request is digitally signed with the owner’s private
key, optionally encrypted with the destination server’s public key, and sent to
the server. The server veri es the digital signature, checks whether the owner
is allowed to register an agent on its machine, and then accepts or rejects the
request. If the agent and the server are on di erent machines, all further requests
that the agent makes of the server must be protected to prevent tampering and
masquerade attacks.? Ideally, the system would generate a secret session key,
known only to the agent and the server, and then use this session key to encrypt
the requests [15]. PGP does not provide direct access to its internal secret-
key routines, however, making it impossible to generate and use session keys
without modifying PGP. Therefore, the current implementation of D’Agents
handles the additional requests in the same manner as the initial registration
request, digitally signing them with the owner’s private key. Since public-key
algorithms are much slower than secret-key algorithms, we will switch to secret
session keys once we replace PGP with a more exible encryption library. When
the agent and the server are on the same machine (which is the predominant
case), there is no need for a session key, since it is impossible to intercept or
tamper with the additional requests or to masquerade as the registered agent.®
Thus all additional requests are transmitted in the clear.

When an agent migrates for the rst time with the jump command, the state
image is digitally signed with the owner’s private key, optionally encrypted with
the destination server’s public key, and sent to the destination server. The server
veri es the digital signature, checks whether the owner is allowed to send agents
to its machine, and accepts or rejects the incoming agent. This process is shown
in Figure 6. Of course, once the agent has migrated, the owner’s private key is no
longer available. Therefore, for all subsequent migrations, the agent is digitally
signed with the private key of the sending server. If the destination server trusts
the sending server, and the sending server was able to authenticate the owner
itself, the destination server considers the owner authenticated and gives the
agent the full set of resource limits for that owner. If the destination server does
not trust the sending server, or the sending server could not authenticate the
owner itself, the destination server considers the agent to have no owner and
will either (1) accept the agent as an anonymous agent or (2) reject the agent

2 A masquerade attack here is another agent passing itself o as the registered agent.
3 The server uses di erent communication channels for local agents and can tell with-
out cryptography whether a request came from a speci c local agent.
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Fig. 5. Encryption for the begin command. When an agent uses the begin command to
register with the server on its home machine, the registration request is signed with the
owner’s private key (S) and optionally encrypted with the receiving machine’s public

key (E).

if it is not allowed to accept anonymous agents. Typically, D’Agents servers are
con gured so that machines under single administrative control trust each other
but no one else.* Thus, if an agent migrates from its home machine into a set
of mutually trusting machines (and then stays within that set), each machine
will be able to (directly or indirectly) authenticate the owner, and will give the
agent the full set of access permissions for that owner. Once the agent leaves
the set of machines, however, it becomes anonymous, and remains anonymous
even when it comes back, since the nontrusted machines might have modi ed
the agent in a malicious way. While the agent is on a particular machine, it will
make requests of that machine’s server. As in the case when an agent registers
with a server on the same machine, however, no encryption or digital signatures
are needed for these requests.

When a new child agent is created on a di erent machine (with the fork or
submit command), or when a message is sent to an agent on a di erent machine
(with the send command), the same strategy is used as with jump. The message
or child agent is signed with the owner’s key if the sending agent is still on
its home machine, and with the machine’s key if the sending agent has already
migrated (Figure 7). The recipient server will believe the owner’s identity if it
trusts the sending server. When receiving a message, the recipient agent gets both
the message and a security vector. The security vector speci es the owner of the
sending agent, whether the owner could be authenticated, the sending machine,
whether the sending machine could be authenticated, whether the message was
encrypted, and whether the sending agent is on the same machine. The recipient
agent, which might be controlling access to some resource such as a database,
bases its own security decisions on this security vector. When a new agent is

4 For example, all the machines in the Computer Science Department at Dartmouth
trust each other.
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Fig. 6. Encryption for the jump command. On the rst jump, the agert is signed with
the owner's priv ate key (S1). On the secondand later jumps, the agert is signedwith the
sending machine's private key (S2), and the sending machine setsa ag (F) to indicate
whether it wasable to authenticate the agert's owner itself; if the target machine trusts
the sending machine, and the sending machine reports that it wasable to authenticate
the agert's owner, the target machine considersthe owner authenticated.



