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Abstract

D’Agents is a general-purposemobile-agentsystemthat has beenusedin several information-
retrieval applications. In this paper, we first examineone suchapplication,operationalsupportfor
military field personnel,whereD’Agentsgreatlysimplifiesthe taskof providing efficient, application-
specificaccessto remoteinformationresources.After describingthe application,we discussthe key
differencesbetweenD’Agentsandmostothermobile-agentsystems,notablyits supportfor strongmo-
bility andmultiple agentlanguages.Finally, we derivea small,simpleapplicationthat is representative
of many information-retrieval tasks,includingthosein theexampleapplication,andusethis application
to comparethescalabilityof mobileagentsandtraditionalclient/serverapproaches.Theresultsconfirm
andquantify theusefulnessof mobilecode,andperhapsmoreimportantly, confirmthat intuition about
whento usemobilecodeis usuallycorrect. Althoughsignificantadditionalexperimentsareneededto
fully characterizethe complex mobile-agentperformancespace,the resultsherehelp answerthe ba-
sic questionof whenmobile agentsshouldbe consideredat all, particularly for information-retrieval
applications.

1 Introduction

Oneof the mostattractive applicationsfor mobile agentsis distributed informationretrieval, particularly
in mobile-computingscenarioswhereusershave portablecomputingdeviceswith only intermittent,low-
bandwidthconnectionsto the main network. A mobile agentcan leave the portabledevice, move to the
network locationof a neededinformationservice,andperforma customretrieval tasklocal to theservice.
Only thefinal resultsaretransmittedbackto theportabledevice. Sourcedataandintermediateresultsare
not transmitted,eventhoughtheinformationservicehadnoprior knowledgeof theclientor its specifictask.
Moreover, the mobile agentcancontinuethe retrieval taskeven if the network link to theportabledevice
goesdown. Oncethelink comesbackup, theagentsendsbackits results.

If an informationservicedoesnot directly supporta client’s task,mobileagentsallow efficient service
accesswithout requiringtheservicedeveloperto add new operationsto theservicesoftware. By moving
thecodeto thedata,a mobileagentcanreducethe latency of individual steps,avoid network transmission
of intermediatedata,continueevenin thepresenceof network disconnections,andthuscompletetheoverall
taskmuchfasterthana traditionalclient/server solution.
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A mobileagentwill not alwaysperformbetterthana client/server solution. For example,if theagent
codeis larger thanthe total intermediatedata,themobile agentmustperformworse,sinceit will transfer
morebytesacrossthenetwork thantheclient/server solution. Similarly, if thenetwork is fastenough,the
agentmight do worseevenif thecodeis smaller, sincemobileagentsaretypically written in aninterpreted
languagefor portability andsecurityreasons.With a fastandreliablenetwork, interpretingtheagenton the
servermightbeslower thantransmittingtheintermediatedatato theclient. As network speedandreliability
drops,however, or datasizesincrease,thepicturechangesconsiderably.

An important goal of our researchat Dartmouthhasbeento characterizethe mobile-agentperfor-
mancespace. When are mobile agentsa betterchoicefor information-retrieval applicationsthan tradi-
tional client/server techniques?To supportthis research,we developedtheD’Agentsmobile-agentsystem.
D’Agents,which wasonceknown asAgentTcl, wasfirst usedinternally in 1994andreleasedpublicly in
1995. Sincethen,D’Agents hasbeendownloadedseveral thousandtimes,andusedin numerousexternal
researchprojects. The most recentversionof D’Agents, D’Agents 2.1, allows the programmerto write
mobile agentsin threedifferentprogramminglanguages,Tcl, Java andScheme,supportsstrongmobility
for Tcl andJava,providessecuritymechanismsto protectmachinesagainstmaliciousagents,andincludesa
high-performance,multi-threadedagentserver. Multiple languagesallow theagentprogrammerto selectthe
mostappropriatelanguagefor thetaskathand,andstrongmobility appearseasierfor theagentprogrammer
to understandandusethanweakmobility [Whi98]. At thesametime, strongmobility doesrequiremore
work from thesystemdeveloper, sincemoreof anagent’s statemustbecapturedfor theagentto migrateto
anew machine.

UsingD’Agents,wehave implementedseveral information-retrieval applications,rangingfrom search-
ing three-dimensionaldrawingsof mechanicalpartsfor aneededpart[CBC97]to supportingtheoperational
needsof a platoonof soldiers[Gra00]. In this paper, we first describetheoperational-support application,
wheremobileagentsperformarangeof simpleandcomplex information-retrieval tasks,bothfor thesoldiers
themselvesandfor theplannersandanalystsat missionheadquarters.After discussingthis applicationin
Section2, wedescribethearchitectureandimplementationof theD’Agentssystemin Section3, comparing
D’Agentswith othermobile-agentsystems.

Finally, in Section4, we derive a simpleapplicationthat is representative of the information-retrieval
tasksin thesoldierapplication,aswell asin many otherapplications.In theapplication,a client machine
searchesasingleremoteinformationservicein oneof two ways,namely, sendingamobileagentor making
traditionalclient/server invocationsacrossthe network. Although this applicationis simpleandinvolves
at mosta singleagentmigrationfrom client to server machine,thedecisionof whetherto make an initial
migrationis thefirst andmostimportantdecisionin mostmobile-agentapplications.Canthe client code
efficiently interactwith theservicefrom its homemachine,or shouldit sendsomepartof itself to a more
attractivenetwork location?A performanceanalysisof thissimplestcaseisanessentialsteptowardallowing
mobileagentsto make themosteffective migrationdecisions.

Our earlierpaper[GCKR01] evaluatesthe performanceof a singleagentthat migratesfrom onehost
to anotherhost. In this paper, we look beyondtheseinitial performancecharacterizationsandexaminethe
scalabilityof themobile-agentandclient/server solutions,comparingquerycompletiontimesasmoreand
moreclient machinesaccessthe informationservicesimultaneously. In Section4, we focuson network
bandwidth,thepassratio,andthenumberof client machines,wherethepassratio is thepercentageof data
thatpassesanapplication-specificfilter aftersomeinitial andmoregeneralquery. Otherparameters,such
asnetwork reliability andlatency, clientandserverprocessingspeeds,datasize,taskgranularity, andchoice
of agentprogramminglanguage,areequallyimportant,but left for futurepapers.As such,thescalability
resultsin Section4 describeanimportantbut partialsectionof theperformancespace.

As we will seein Section4, mobileagentsscalewell. Moreover, theperformancecurvesarestraight-
forward, andcanbe describedeasilywith simplemathematicalequations.As long as the server CPU is
not overloaded,thequerycompletiontimesscalelinearly accordingto theamountof datatransferredover
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thenetwork, which in turn is proportionalto thenumberof client machinesmakingsimultaneousqueries.
Although intuition would allow us to derive the sameequations,it is importantto seethat a real mobile-
agentsystemdoesin factcorrespondto ourexpectations,particularlygiventhenumberof overheadsthatare
presentin all mobile-agentsystems.Suchoverheadsrangefrom startingup a new executionenvironment
for anincomingagentto cleaninguptheexecutionenvironmentoncetheagenthasfinished.Experimentally
confirmingthat mobile-agentsystemsconformto expectationsallows the designerto confidentlyanalyze
situationsfor whichexperimentsaredifficult or impossible,andthus,to make effective designdecisions.

2 An information-retrieval application

In this sectionwe describeanapplicationof mobileagentsto gatheringanddistributing datain field oper-
ations. Thespecificscenariowe developedconcernssoldiersin a peace-keepingmissionbut thestructure
of theapplicationis generallyapplicableto any field missionthatinvolvesmultiple playersandtheneedto
accessanddistributedataacrossplayers.

This application,thelargestD’Agentsapplication,allows small teamsof soldiersto communicatewith
eachotherandwith their missionheadquartersvia wirelesscomputers[Gra00]. Theapplicationwasdevel-
opedaspartof theActive Communications(ActComm)project,1 a Multi-disciplinary UniversityResearch
Initiative (MURI) fundedby theDepartmentof Defenseandadministeredby theAir ForceOffice of Sci-
entific Research.The participantsin the ActComm project are DartmouthCollege, Harvard University,
RensselaerPolytechnicInstitute, the University of Illinois, LockheedMartin andALPHATECH, eachof
whichprovidedtechnologycomponentsfor theimplementation.

Theapplicationhasbeentestedunderseveraldifferentmilitary scenarios,with DartmouthCollegestu-
dentsplayingtherole of soldiers.Themostrecentscenariowasanurbanpeace-keepingmissionin which
a teamof sixteenstudent“soldiers” surrounded,observed andseizeda building on theDartmouthCollege
campusin late1999.Thisscenariobeginswhenanintelligenceteamatheadquartersinterceptsoneor more
phonecalls anddeterminesthat a terroristgroup is likely to meetin a particularbuilding. Headquarters
dispatchesa teamof soldiersto thebuilding, andthesoldierstake up observation posts(probablyhidden)
aroundthebuilding. Thesoldierswait for thesuspectedterrorists,andif theterroristscometo thebuilding,
the soldierswill seizethe building andarrestthe terrorists. Sucha scenariois commonin peace-keeping
efforts.

Eachsoldierhasa portablecomputingdevice with a GPSunit anda wirelessnetwork card(2 Mbps
WaveLAN 802.11in our experiments).Oneor moresoldiersserve asgatewaysbetweenthewirelesscloud
andthe main military network. Routingdatabetweenthe main military network anda particularsoldier
is a matterof routing thatdatato andfrom thegateway soldiers.In real life, thesegateway soldiersmight
have satellitetransmissionequipmentto establishan uplink with headquarters.In our testsruns on the
Dartmouthcampus,however, a satellitewasnot availableto us,sowe simulatedsatelliteconnectionswith
wirelesscardssetto adifferenttransmissionfrequency.

The applicationinvolvesseveral technologycomponentsthat canwork with mobile agents,including
wirelessad-hocrouting,persistentqueries,andthelike. TheAPRL ad-hocroutingsystem[KK98] from the
EECSgroupat Harvard, for example,providesbasicrouting functionality. APRL continuallybroadcasts
“ping” packets to determinewhich devices arewithin transmissionrangeof eachother. As the soldiers
andthustheir deviceschangeposition,APRL updatesthenetwork routingtablessothatpacketsarerouted
throughasmany devicesasnecessaryto reachthegateways.

Mobile agentsthemselves play two roles within the application. First, mobile agentscarry special-
purposeinterfacecodeontothesoldiers’devices.Whenthesoldierseesapossiblesuspectenterthebuilding,
the soldiersendsa descriptionof that suspectto headquarters.Headquarterssearchesavailabledatabases

1http://actcomm.thayer.dartmouth.edu
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to identify exactly who the suspectmight be. Onceoneor morecandidatesare identified, headquarters
sendspicturesof the candidates,alongwith the codeto displaythe pictures, to the soldierwho madethe
initial observation. Thesoldierinteractswith this dynamically-deployed codeto examinethepicturesand
identify whichpicture,if any, is thepersonthatsheactuallysaw. Of course,thecodeto displaythepictures
and acceptthe soldier’s confirmationcould be pre-installedon the soldier’s device. In a peace-keeping
situation,however, a groupof soldiersmight find themselves involved in a new, uniquetype of mission,
underthe directionof a headquartersfrom a different branchof the military, a different country, or the
United Nations. The soldiermight never have neededto selecta suspectfrom a photolineup before. By
dynamicallydeploying thephoto-lineupcodeto thesoldier’sdevice,whenandif needed,themilitary avoids
theneedto engagein acostlyandadministratively complex software-installationphasebeforeeachmission.

Second,andmoreimportantlyfor this paper, mobileagentshandleall information-retrieval tasks.The
intelligenceteamat headquartersandthesoldiersin thefield canperformseveral kindsof queriesagainst
different informationservices.Theseservicesincludedatabasesof interceptedphonecalls, physicalde-
scriptions,affiliations,andaliasesof known terrorists,andmilitary andpublicnewsarticlesthatrelateto the
countryin whichthepeace-keepingforcefindsitself. Thenewsdatabase,for example,providesaninterface
thatallowsaclient to (1) performrelatively complex keywordqueries,muchlikeany Internetsearchengine,
and(2) retrieve the full text of any article. This interface,however, doesnot exactly matchall needs.An
intelligenceanalystmight want to retrieve only thosearticlesof a certainlength,for example,or retrieve
only (automaticallyconstructed)articlesummaries.

By sendinga small mobile agentto the news database,a client applicationcanaccomplisheitherof
thesetaskswithout transferringunwanteddataacrossthenetwork. Sincemissionheadquartersmight have
only a slow andunreliableconnectionto themain network andthedatabasesthat it contains,minimizing
bandwidthusage,aswell asthe numberof distinct interfaceoperationsperformedacrossthe network, is
critical. Without mobile agents,the sameminimizationcanbe achieved only if eachdatabaseprovidesa
singlehigh-level operationfor eachretrieval task. Even in a military environment,wherethe information
servicesandtheir clientsarenominallyunderthecontrolof a singleentity, it is unlikely thatsuchaone-to-
onemappingbetweenserviceoperationsandclient taskscanbeachieved. Eachserviceandclient is likely
underthe control of a differentprogramminggroupwithin an extremely large military organization. By
designingtheir servicesto acceptmobile agents,servicedevelopersallow client developersto efficiently
performunpredictedretrieval tasks.

The mostcomplex retrieval taskin theActCommapplicationis searchingthe phone-calldatabasefor
phonecalls that appearto mentionsuspiciouspersonsor activity. In the currentimplementation,an ana-
lyst specifiesa terroristgroupof interest. The client applicationfirst queriesthe databaseof aliasesand
affiliations to identify any namethatmight bementionedin a phonecall betweenoneterroristandanother.
Thenthe client applicationexaminesthe text transcript(aswell asassociatedannotations)of eachinter-
ceptedphonecall, andflagsfor theanalystthosephonecallsthatscorehighly accordingto someevaluation
function.

Themostinterestingaspectof this retrieval taskis thepersistenceof thequery. New interceptedphone
callsareaddedto thedatabasecontinuously, andtheclientapplicationmustapplyits evaluationfunctionto
eachphonecall,at leastfor thedurationof themissionathand.In addition,theneedsof theanalyst(andthus
the client applicationitself) determinethe exact evaluationfunction,andit is unlikely that the phone-call
databasewill supportall variations.Thus,unlessevaluationcodecanbesentto thephone-calldatabaseor
to somenearbyproxy machine,significantbandwidthcanbewastedsendingbackcalls that theevaluation
functionwill reject. In fact,undersomecombinationsof network conditions,it might beadvantageousto
sendamobileagentto theaffiliation database,andthenhave theagentmigratefrom theaffiliation database
to thephone-calldatabase.Althoughanalyzingsuchmulti-hopscenarioswill beanimportantpartof future
work, we focuson thesingle-hopor remote-evaluationcaselater in this paper. No matterhow many hops
an agentmakes,it muststill make the first decisionof whetherto leave its homemachineat all. Canthe
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agentefficiently accessthe two databasesfrom its homemachine,or shouldtheagentmove into themain
network?

3 D’Agents

The mobile-agentsystemthat we useto explore this questionis our own system,D’Agents. We devel-
opedD’Agents to supportdistributed information-retrieval applications,including the soldierapplication
describedabove. Our main designgoal wasto supportmultiple agentlanguages,so that the programmer
could choosethe mostappropriatelanguage,andour main implementationgoal was to optimizeperfor-
mance,sothatwe couldmoreaccuratelyexplorethepotentialperformanceadvantagesof themobile-agent
paradigm. The currentversionof D’Agents supportsthreelanguages(Tcl, Java, andScheme),provides
strongmobility (in Tcl andJava),usesencryptionfor authenticationandprivacy of moving agents,enforces
limits on resourceusage,andis basedaroundahigh-performance,multi-threadedagentserver.

In this section,we describetheD’Agentssystem,andcompareit with severalotherrepresentative sys-
tems.Beforewe proceedwith thedescriptionandcomparison,we notetwo thingsabouttheothersystems
thatwe discuss.First, we know of two systemswith thename“Messengers.” In this paper, we referto the
systemfrom theUniversityof Geneva. Second,the � CODE systemis not,strictly speaking,amobile-agent
system. � CODE is actuallya modularsetof componentsfor developingsystemsbasedon mobile code.
A mobile-agentabstractionhasbeenbuilt on top of � CODE, andit is thathigher-level abstractionthatwe
considerhere.

Tables1 and2 summarizethecomparisonof mobile-agentsystems,andincludecitationsto appropriate
literature.2

3.1 Architecture

Thebasicarchitectureof theD’Agentssystemis shown in Figure1. Thearchitecturehasfive levels: trans-
port mechanisms,a server that runson eachmachineandacceptsmobileagents,a sharedC++ library that
implementstheD’Agentsagentfunctionality, anexecutionenvironmentfor eachsupportedagentlanguage,
andtheagentsthemselves. Eachexecutionenvironmentincludesthe interpreteror virtual machinefor the
agent’s language,stubroutinesto allow theagentto invoke thefunctionsin thesharedlibrary, astate-capture
moduleto supportagentmobility, andasecuritymoduleto enforceresourcelimits.

As in all mobile-agentsystems,thekey componentof thefive-layerD’Agentsarchitectureis theserver
thatrunson eachhost.Theserver receivesincomingagents,authenticatestheidentity of theagentowners,
assignsresourcelimits to theagents,unpacksthecomponents,code,date,andexecutionstate,of theagents,
injectstheagentsinto theappropriateexecutionenvironments,andmanagestheagentsuntil they departfor
anotherhost.

In concertwith thesharedlibrary, theserver providescommunication,migrationandbookkeepingser-
vicesto the agentsresidenton its host. In contrastto somemobile-agentsystems,theseservicesarelow
level. For example,anagentaddressesanotheragentby specifyingthetargetagent’scurrentmachineandits
uniqueintegerid onthatmachine.Location-independent addressingis providedthroughdedicateddirectory
agentsthatotheragentscanuseor ignoreastheir needsdictate.Making thecoreserviceslow level wasa
consciousdesigndecision,sincemany mobileagentsrequireonly simply functionality, andshouldnot be
penalizedwith theoverheadof unnecessarilycomplex routines.

In thecurrentimplementation,theserver is a singlemulti-threadedprocessthatexecuteseachTcl and
Schemeagentinsideits own Unix process,but executesmultiple Java agentsasthreadsinsideasingleJava

2Another useful source of information is available in the Mobile Agents List on the web at
http://mole.informatik.uni-stuttgart.de /mal/p review /previ ew.htm l .
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Table1: Featuresof many mobile-agentsystems.

System Languages
Thread

migration
Datamigration Codemigration

Multithreaded

agents?

Aglets
[LO98]

Java
weak,fixed

entry
Java serialization

senderpushor

on-demandfrom

server

no

Ara
[PS97,Pei98]

C, C++,Tcl strong custom senderpush no

Bond
[BJP� 00]

Java,Python,

Jess
weak,? custom senderpush? yes?

Concordia
[WPW � 97, WPW98]

Java
weak,

itinerary

Java serialization

in variousways

senderpushor

on-demandfrom

sender

yes

D’Agents
[GKCR98,

BMcI � 00, KGN � 97]

Java,Tcl,

Scheme
strong custom senderpush no

FarGo
[HBSG99]

Java weak,? Java serialization

Grasshopper
[BM98]

Java weak,?
on-demandfrom

sender?
yes

JumpingBeans
[AA98]

Java
weak;

itinerary

Java

serialization?
senderpush yes

Messengers
[TDM � 94, TMN97,

DMTH95, Muh98]

M0 weak manual senderpush no

Mole
[BHRS98,SR99]

Java
weak,fixed

entry
Java serialization

on-demandfrom

codeserver
yes

� CODE

[Pic98a,Pic98b]
Java weak,? many ways possible

NOMADS
[SBB � 00]

Java (custom

JVM)
strong customJVM senderpush yes

[Visual]Obliq
[Car95,BN97,BC95]

Obliq weak
pushdesired

objects

pushdesired

procedure

Tacoma
[JvRS95,JSvR98]

v1.2: C+others.

V2.0: C only
weak,? manual senderpush yes

Telescript
[Whi94b,Whi94a,

Whi97]

Telescript strong custom senderpush no

Voyager
[OBJ97]

Java weak Java serialization yes
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Table2: Featuresof many mobile-agentsystems.

System Persistence? Communication Authentication Accesscontrol
Resource

control

Aglets
[LO98]

yes
sendobjectasmessage,

via proxy

programmersignscode,

usersignsdata

ACL basedon

sigs?

Ara
[PS97,Pei98]

yes
free-formvia named

rendezvouspoints

programmersignscode,

usersignsdata

ACL basedon

sigs?

allowances

basedonsigs

Bond
[BJP� 00]

no?
KQML, XML

messages

Concordia
[WPW � 97, WPW98]

yes
sendobjectasevent,

publish/subscribe
signedby user

ACL basedon

user
no

D’Agents
[GKCR98,

BMcI � 00, KGN � 97]

no stringmessages
agentsignedby user

andsendingmachine

ACL basedon

user

limits on user;

market-based

control

FarGo
[HBSG99]

methodcallsor events

Grasshopper
[BM98]

sendobject;various

protocols
SSL,X.509

JumpingBeans
[AA98]

yes CORBA methodcalls
centralserver

authenticatesall

ACL basedon

user
limits in ACL

Messengers
[TDM � 94, TMN97,

DMTH95, Muh98]

local: sharedmemory

andbulletin board;

remote:none

market-based

Mole
[BHRS98,SR99]

sophisticated

rollbacks

sendobject;message,

RPC,or

publish/subscribe

no

� CODE

[Pic98a,Pic98b]
no sendobject no no no

NOMADS
[SBB � 00]

no raw messages accountsandpasswords

Java security,

per-account

policy file

mechanismsfor

limiting usage

[Visual]Obliq
[Car95,BN97,BC95]

methodinvocation nocrypto ACL no

Tacoma
[JvRS95,JSvR98]

raw message reliesonOS relieson OS no

Telescript
[Whi94b,Whi94a,

Whi97]

yes methodinvocationor

events
agentsignedby user

“permits”

assignedbased

on user

“permits”

assignedbased

onuser

Voyager
[OBJ97]

yes
methodcall via proxy,

or publish/subscribe
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Figure1: TheD’Agentsarchitecture.
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Figure2: Performanceof on-demandversus“hot” interpreters.

process.More specifically, theserver startsasmallnumberof Java virtual machines,andexecutesmultiple
agentsinsideeach.Executingmultiple agentsinsideasingleJava processis essentialfor systemscalability
dueto the large memoryfootprint of the SunJava Virtual Machine1.0, while dividing the agentsamong
multipleJavaprocessesavoidstheproblemsthattheSunJVM 1.0encountersasthenumberof activethreads
increases.Theapproachof runningeachTcl andSchemeagentinsideits own processwasadoptedsolelyfor
implementationsimplicity, sinceour Tcl andSchemeinterpretershave relatively smallmemoryfootprints,
but no inherentthreadsupport.

Theserver doesnot wait for an incomingagentbeforespawning an interpreterprocessfor thatagent,
sinceinterpreterstartupis a largeoverheadthatshouldnotbepartof thecritical migrationpath.Instead,the
server spawnsa setof “hot” interpreterswhenit first startsexecution,andsimply assignsincomingagents
to thefirst freehot interpreter. Theserver startsandstopshot interpetersasthenumberof residentagents
changes,sothattherearealwayssomefreeinterpretersreadyfor incomingagents,but notanunnecessarily
large number. Figure 2 shows the performanceadvantageof “hot” versuson-demandinterpreters. The� -axis is the time in millisecondsfor anagentto migrateto a remotemachineandthenreturnto its home
machine,andthe � -axisis thesizeof theagent’s payloador application-specificcode.Eachagentincludes
anadditionaltwo to four kilobytesof identificationinformationandgenericmigrationcode.As onewould
expect,Javaagentsexhibit adramaticperformanceimprovementwith hot interpretersdueto theJava VM’ s
largestartupoverhead.

The D’Agents approachof multi-threadedserver, but separateinterpreterprocessesfor theagents,al-
lows both high performanceandstraightforward supportfor multiple languages.We could achieve even
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greaterefficiency by runningeachagentasa threadinsidetheserver itself, asdo many othermobile-agent
systems(particularlythosebasedon Java). In a multiple-languagesystem,however, the costof this effi-
ciency is significantimplementationcomplexity, andwedonot feel thattheefficiency improvementsjustify
theimplementationeffort. On theotherhand,despitethecomplexity, onegrouphassuccessfullytakenthis
approach—Arasupportsmultiple languages,but runsevery agentasa threadinsideasingleserver process.

D’Agentsandmostothermobile-agentsystemsusesa peer-to-peerserver architecturein which agents
movedirectlyfrom onemachinetoanother. In contrast,JumpingBeansusesacentralizedserverarchitecture
in which agentsmustpassthrougha centralserver on their way from onemachineto another. Although
this centralizedserver easilycanbecomea performancebottleneck,it greatlysimplifiessecurity, tracking,
administrationandotherissues,perhapsincreasinginitial market acceptance.

3.2 Mobility

D’Agents supportsstrongmobility, sinceour experiencewith undergraduateprogrammerssuggeststhat
strongmobility is easierthan weak mobility for the agent programmerto understandand use[Whi98].
At the sametime, however, strongmobility requiressignificanteffort from the systemprogrammer. The
systemmustcaptureenoughstateinformationto restoretheagentin exactly the samecontrol stateon its
new machine,andin fact,we hadto modify off-the-shelfTcl andJava interpretersto includethenecessary
state-captureroutines. Although modifiedinterpretersposeno problemsfor an academicresearchgroup,
they would hurt themarket acceptanceof commercialsystems,andnearlyall commercialsystemssupport
only weakmobility.

Whethera systemsupportsweakor strongmobility, it is not alwaysclearpreciselywhich resources
shouldmigratewith theagent.For example,whatif anagenthasopenedafile ononemachine,anddecides
to migrateto anew machinewithout closingthefile? A completediscussionof suchissuesextendsbeyond
the scopeof this paper, but a more thoroughanalysiscan be found in Fuggettaet al. [FPV98]. In the
paragraphsthat follow, we consideronly themajorcomponentsof anagent’s state,andcompareD’Agents
migrationwith themigrationin othermobile-agentsystems.

Thread. Strong-mobilitysystemscaptureand migrate threadstate,which includesthe procedure-call
stackandlocal variables,while weak-mobilitysystemsdo not. In D’Agents, we supportstrongmobility
for Tcl andJava with significantmodificationsto therespective interpreters.Similarly, theNOMADS sys-
temhasa customJava interpreter, andtheTelescriptsystemhasa customlanguageandinterpreter. Other
systemspre-processtheJava sourcecodeor bytecodes[F9̈8, SSY00, TRV � 00], while Ara compilesC++
programsinto bytecodes,andinterpretsthosebytecodesinsideavirtual machinedesignedto capturethread
state.

Systemswith weakmobility vary widely in theway thatagentsrequestto bemoved. In onecommon
approach,a “go” statementcausestheagent’s codeanddatato bemovedto a givenmachine,anda prede-
terminedprocedureis called(or methodinvoked). Often,this procedureor method(“main()” or “run()”) is
thesameoneusedwhentheagentwasborn; theprogrammermustusethedatastateto determinewhat to
do eachtime theprocedureis called.Anothercommonapproachis to associatean itinerary with theagent;
theitinerarylists thesequenceof hoststo visit, andthemethodto invoke oneachhost.Agletscallsthesame
methodat eachstopon the itinerary, while JumpingBeans,ConcordiaandVoyagerall allow theagentto
specifya differentmethodfor eachstop. Although the lines betweenitinerary andnon-itinerarysystems
areoftenblurred,itinerarysystemsusuallyaredistinguishedby anaturallyevent-drivenprogrammingstyle.
For example,althoughAglets doesinvoke the samemethodat eachstop,the programmercanoptionally
supplyadditionalmethodsthat areautomaticallyinvoked beforedepartureandafter arrival, aswell asin
responseto many othersystemevents.
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FarGoexplicitly separatesthe programmingof agentmigrationfrom the coreof an agent’s behavior.
Theagentprogrammerspecifiesthe “layout policy” usingan API from within theJava program,or using
their customscriptinglanguage.Layout changesarereactionsto events,generatedby FarGohostsor by
otherFarGoagents.Onepossiblereactionis to pushanagentto anotherhost.

Multiple threads. Althoughin mostsystemsanagentis asinglethreadof execution,somesystemsallow
agentsto createandusemultiple threads.Whenan agenthasmorethanonethread,however, it becomes
importantto carefullydefinethesemanticsof themobility (“go”) instruction:whenonethreadcalls “go”,
do all threadsmove,or just thecaller?If only thecalling thread,whathappensto theotherthreads?Which
datais moved alongwith the thread(s)?From the literatureit is not clearwhat happensin mostsystems.
We suspectthat thedefault behavior, asin D’Agents, is for thecalling threadto migrateandtheothersto
beleft behind.With someprogrammereffort, datarepresentingthestateof otherthreadscouldbegathered
andtransferred,thenat thedestinationnew threadscouldbecreatedwith thecapturedstate.NOMADS has
thecapabilityto captureandtransferthestateof all threads.

Data migration. Every mobile-agentsystemmustprovide a mechanismto transferdata,suchasglobal
variablesor heapdata.In D’Agents,asin mostsystemswith strongmobility, all variablesandheapdataare
transferredtransparentlywith theagent.Mechanismsvary widely in systemswith weakmobility. Typical
Java-basedsystemsuseJava’s serializationcapability to transferan Agent objectandall datareachable
from thatobject.Messengersdo not actually“jump”; they createnew messengers(with specifiedcodeand
data)on a specifiedtargetmachine.In Obliq, similarly, a procedureanda “briefcase”of specifiedobjects
arepushedto thetargetmachine.

Onedifficult issueis to identify whichdatashouldmovewith theagent.In D’Agents,AgentTcl moves
all data,andAgentJava movesall datareachablefrom theAgent objectandthreadstack.FarGohasfive
explicit typesof referencesbetweentheir migratableunits(“complets”): Link, Pull, Duplicate,Stamp,and
Bi-directionalPull. By choosingthe type of reference,the migrationof onecompletmight pull alonga
referencedcomplet,pull alongacopy of a referencedcomplet,andsoforth.

Code migration. Everymobile-agentsystemmustprovideamechanismto transferthecodefor theagent,
althoughapproachesvary widely. The sendinghostcould pushall necessarycodeto the destinationhost
alongwith theagent’sdata,or it couldsimplysendthedataandexpectthedestinationto specificallyrequest
codemodulesthat it needs.The formerapproachguaranteesthat theagenthaseverythingit needson ar-
rival (importantin systemshopingto supportdisconnectedcomputing);thelatterapproachreducestransfer
latency andmay be especiallyuseful if not all codeis neededat every host,or if codemodulesmight be
cachedat eachhost. In somesystems,thedestinationasksthesendinghostfor code,in othersystems,the
destinationasksa third-party“codeserver” for code. Theuseof a codeserver allows thesendinghostto
dropoutaftersendingthedatato thedestination.

In D’Agents, we pushthe agent’s entirecodebasefrom the sourcemachineto the target machineas
partof theagent’s stateimage. We have no plansto supporton-demandcodefetchingfrom previous ma-
chines,sincethis approachweakensthemobile-agentabstraction:themobileagentbecomesdependenton
amachinethatit haschosento leave,adependency thatis particularlyundesirablein ourmobile-computing
andwireless-network applications.Wedo nothave,but hopeto add,supportfor codecaching,becauseit is
essentialfor thehighestperformance.

In somelanguagesit may be difficult to know preciselywhich codemoduleswill be neededat the
destinationhost.Somemobile-agentsystemsconservatively sendall codealongwith theagent.MostJava-
basedsystemssendclassesvisible throughintrospection,that is, thosethat areusedby membersof the
agent’s objects.Unfortunatelythisapproachis notcomplete,if anagentusesclassesthatarenotmentioned
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in theobject’s members.Concordiashipsmuchof thecodewith theagent,alongwith aURL for theagent’s
homeserver whereadditionalclassesmay be obtainedif necessary. � CODE examinesthe bytecodefor
eachclassasit is sent,to determinewhich otherclassesneedto besent.Thesetwo systemscanthuspush
a portion of the codeto the destination,ratherthanall or noneasin the above alternatives. The Sumatra
groupdevelopedan interestingcompilertechniqueto determineexactly which Java classeswould needto
migrate[AS97].

3.3 Languages

A singleprogramminglanguageis thefocusfor mostmobile-agentsystems.Javaisusedin mostcommercial
systemsandin many researchsystems,popularbecauseof its portablevirtual machine,supportfor object
serialization,rudimentarysupportfor theexecutionof untrustedcode,andpenetrationin themarketplace.
Othersystems,like Obliq, have addedsupportfor objectmobility to anexisting language.Still others,such
asMessengersandTelescript,developeda languagespecificallyto supportthemobile-agentprogramming
paradigm.

Ara, Bond,D’Agents,andTacoma1.2 all supportmultiple programminglanguages.(Thebetarelease
of Tacoma2.0supportsonly C but otherlanguagescanbeaddedeasily.) We believe thatno onelanguage
is idealfor all programmingtasks,sosystemsthatallow theprogrammerto choosea language,or evenmix
languages,is inherentlymoreflexible. Thus,D’Agents allows the programmerto write mobile agentsin
Tcl, Java,or Scheme.Adding anew languageto D’Agentsis straightforward,albeittime consumingif one
wantsto supportstrongmobility for thenew languageor enforcethefull setof D’Agent securityconstraints.

Currently, for reasonsof portability andsecurity, nearlyall mobile-agentsystemseitherinterprettheir
languagesdirectly, or compiletheir languagesinto bytecodesandtheninterpretthebytecodes.D’Agentsis
no exceptionasall threeof its languageschoices,Tcl, Java,andScheme,areinterpreted.

3.4 Persistence

Oneconcernof mobile-agentprogrammersis thefateof theirmobileagentshouldits hostmachinecrash.In
mostmobile-agentsystems,includingD’Agents,theagentis simply lost. In Telescript,however, theserver
continuouslywrites the internalstateof executingagentsto non-volatile store,so that the agentscanbe
restoredaftera nodefailure. Concordiawritesagentsto stablestoragebeforeandaftereachjump, to avoid
agentlossin the event of a machinecrash. It alsopermitsa checkpointat any methodboundary. Aglets,
Ara, JumpingBeans,andVoyagerprovide mechanismsfor agentsto save their state(checkpoint)at any
time. Consideringthatmobile-agentsystemsmustbeableto captureanagent’s statefor transferto another
host,it is relatively easyto supportcheckpointing.

Tacomahasa few featuresthat an agentmight useto achieve persistence.Tacomaallows agentsto
createfoldersinsidecabinets, whichareon disk andsurvive pastthelifetime of aparticularagent.Tacoma
examinesa special“system” cabinetat boot time, andlaunchesnew agentsfrom any foldersfound there.
Thus,anagentcouldpersistacrosssystemcrashesandrebootsby saving its stateinto a folder in thesystem
cabinet.Thatapproachrequiresquiteabit of work from theprogrammer, however.

Mole provides perhapsthe most sophisticatedpersistencemechanism. It uses logging to allow
application-initiated rollback of prior actions,in supportof transaction-orientedapplicationssuchas e-
commerceandsystemmanagement[SR99].

3.5 Communication

Mobile agentsmustbe ableto communicatewith otheragents,and, in somecases,with othernon-agent
servicesand resources.Thereareat leastfour issuesin any inter-agentcommunicationsystem: how to
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identify the otherparty, what interfaceto usefor sendingandreceiving data,how to passdatafrom one
partyto theother, andhow to maintaincommunicationwith amoving agent.

TheD’Agentsserversprovide a per-hostnamespacefor agentcommunication.Eachagentis identified
with a tuple,thenetwork addressof themachineon which theagentcurrentlyresides,anda uniqueinteger
that themachine’s server assignsto theagentwhenit first arrives. This integer is uniqueon thatparticular
machine,but is not uniqueglobally. In addition,an agentcanoptionally registera symbolicstring name,
alsouniqueonly on its currentmachine.Within this namespace,D’Agent agentscanusethreelow-level
communicationmechanisms.With messagepassing,agentsexchangearbitrarystring or binary datawith
standardsendandreceiveprimitives—D’Agentsdoesnot imposeany syntacticor semanticconstraintson
thesemessages.With streams,anagentestablishesa directconnectionwith a target agentandthensends
stringor binarymessagesacrosstheconnection.With events,anagentsendseventsto anotheragent,which
catchesandprocessestheeventswith registeredeventhandlers.

We choseto supportonly low-level communicationmechanismsin the coreD’Agents system,since
many applicationsknow the locationsof their componentagentsthroughapplication-specificmeans. In
addition,many applicationsrequireonly simpledataexchange. Suchapplicationsdo not needcomplex
lookup services,delivery services,or messageformats,andshouldnot be forcedto suffer the associated
communicationoverheads.For thoseagentsthat do needhigher-level services,D’Agents provides those
servicesthroughlibrariesor stationaryserviceagents.For example,to supporta few of our information-
retrieval applications,we developeda simple directory service(“yellow pages”)[GKN � 97], so that an
agentcouldfind aneededserviceagentwithoutknowing theserviceagent’s currentlocation.Thisdirectory
serviceis implementedasa collectionof stationarycooperatingagents.

Othermobile-agentsystemsemploy awide rangeof communicationapproaches.Mostsystemsuseone
of four approaches:1) passingmessagescontainingstringsor arbitrarydata;2) passingmessagescontaining
serializedobjects;3) invoking methodsonobjectsin theotheragent,or 4) publishingeventsto somesortof
channel.

Aglets, Grasshopper, � CODE, andNOMADS sendserializedobjectsas a messageto anotheragent.
NOMADS canalsosendraw chunksof dataif desired.Telescriptagents“meet” otherlocal agents,after
which they invoke methodson eachothers’objects;within a site, they canalsocommunicateby sending
events.

Messengersis truly differentfrom all theothers.Two messengerscancommunicatevia asortof shared
memoryif they both know the necessaryaddress.For lessintimate communication,thereare also two
bulletin-boardservices:the global dictionary, which allows dataexchangebetweenmessengers,andthe
servicedictionary, which is a browsablelisting of messengersthatoffer servicesto othermessengers.Re-
motecommunicationis notpossible.

A few systemsattemptto allow communicationwith a traveling agent,throughtheuseof a stationary
proxy object.Correspondentssendmessages(or methodinvocations,or events)to theproxy, andtheproxy
forwardsthecommunicationon to thecurrentlocationof thetraveling agent.AgletsandVoyagerusethis
approach. It is difficult to ensurereliable delivery to a moving agent,however, although � CODE does
so[MP99].

Severalsystemsprovidehigher-level communicationabstractions.Ara uses“namedrendezvouspoints”
for free-form messagepassing. Concordia,Mole, and Voyagersupporta “publish/subscribe” model for
events,in whichanyonecanpublishaneventto agiventopic,andall subscriberscanreceive thatevent.

In short,approachesto communicationvary widely, aswidely asin any distributedsystem.Theonly
aspectthatis truly relatedto mobility is thedifficulty in communicatingwith amoving agent.
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3.6 Security

Securityis a critical issuein mobile-agentsystems,but also the most time consumingto discuss.Since
D’Agentssecurityis thoroughlydescribedin two earlierpapers[Gra96, GKCR98],anddoesnotplayakey
role in ourscalabilityanalysis,we provide only a brief discussionhere.

Like mostmobile-agentsystems,D’Agentsprotectsa machinefrom maliciousagents,but, asidefrom
encryptingan agent in transit, doesnot protect an agentagainstmalicious machinesor other attack-
ers [GKCR98]. The agent’s owner or sendingmachinedigitally signsand encryptsthe agent;and the
receiving machinedecryptsthe agent,verifiesthe signature,acceptsor rejectsthe agentbasedon its sig-
nature,assignsaccessrestrictionsto theagent,thenexecutestheagentin a secureexecutionenvironment
thatenforcestherestrictions.Othermobile-agentsystemsprimarily differ in which principalscansignand
encryptall or partof theagent,in thetypeandgranularityof resourcerestrictionsthatcanbeenforced,and
in whetheranagentcanauthenticateaserver beforemigratingto it.

Authentication. In somesystems,suchasAglets andAra, the programmer(or manufacturer)signsthe
code,andtheusersignsthedataandparameters.Thenhostsdecidehow muchtrust to assignto theagent
basedonbothfactors.In JumpingBeans,acentralservercoordinatesall activity. Theserverauthenticatesall
agent“places”thatwish to participate,andthey in turnauthenticatetheserver. Theserveralsoauthenticates
all agentsandusers.

Access control. D’Agents usesaccess-controllists, keyed on the owner of the agent,to decidewhich
resourceseachagentcanaccess.Resource-manageragentsmaintaintheaccess-controllists. Whenever an
agentattemptsa“dangerous”actionsuchasopeningafile or network connection,thesecurity-enforcement
moduleinsidetheagent’s interpreterconsultsthe resourcemanagers.This approachcleanlyseparatesthe
securitypolicy andmechanism.

Visual Obliq includesuser-specifiedaccesschecksassociatedwith all “dangerous”Obliq commands,
but doesnot have authenticationor encryptionmechanisms.Typically, therefore,theaccesscheckssimply
askthehumanuserwhethertheagentshouldbeallowedto performthegivenaction.Tacomarelieson the
underlyingoperatingsystem’snativeaccess-controlmechanisms,but theTacomagrouphasexploredseveral
interestingfault-toleranceandsecuritymechanisms.Themechanismsincludetheuseof cooperatingagents
to searchreplicateddatabasesin parallelandthensecurelyvoteonafinal result[MvRSS96], andtheuseof
securityautomata(statemachines)andsoftwarefault isolationto specifyandenforcea machine’s security
policy [Sch97].

Resource control. D’Agents decideswhetheran agentcan accessa particular resource,and in some
straightforward casessuchasCPU time, doesimposea limit on how muchof that resourcecanbe used
in total. In general,however, D’Agentsdoesnot imposelimits on total resourceconsumption,andin par-
ticular, doesnot imposelimits on theresourceconsumptionperunit time. For example,a D’Agentsagent
canuseCPU time asquickly as it desires,until the point at which it reachesits total limit. Most other
mobile-agentsystemshave thesamelimitations,mostlybecausethemechanismsfor efficient andeffective
fine-grainedcontrolover theagents’usageof CPU,disk, andnetwork arerarelyavailablein the language
run-timesystem.Mobile-agentsystemsprimarily differ in exactly which total consumptionlimits canbe
assignedandenforced.In Ara, for example,anagentcanbeassignedanarbitrarylimit on its total memory
consumption,whereasa D’Agents agentcanconsumememoryup to the limit that Unix imposeson the
interpreterprocess.

NOMADS hasthemostextensive setof resource-controlmechanismsof all Java-basedsystems,made
possibleby their choiceto developtheir own JVM. They controlusageof CPUcycles,network bandwidth,
anddiskusage.
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3.7 Summary

The precedingoverview of D’Agents, andcomparisonwith othermobile-agentsystems,toucheson only
someof the more important featuresof a mobile-agentsystem. Again, Tables1 and 2 summarizeour
comparisoneffort, and include citationsto appropriateliterature. The D’Agents systemis explainedin
moredetail in severalearlierpapers[RGK97,KGN � 97, GKCR97,Gra97, CCMG98,GKCR98, BGM � 99,
GCKR01, KCG� 02].

Despitethedifferencesdescribedabove,andothersmalldifferences,all of thesystemsdiscussedabove
(with theexceptionof Messengersand � CODE, whicharelighter-weightmobile-codesystems)areintended
for the sameapplications,suchas informationretrieval, workflow, network management,andautomated
softwareinstallation.All of thesystemsaresuitablefor distributedinformationretrieval, andthedecision
of which oneto usemustbe basedon the desiredimplementationlanguage,the neededlevel of security,
andthe neededperformance.In the restof this paper, we will useD’Agents to explore the scalabilityof
mobile-agent,information-retrieval applications.

4 D’Agents Scalability

Previousstudies[GCKR01] indicatethatmobileagentscanprovide a significantperformancebenefit,par-
ticularly when a servicedoesnot directly supportthe client’s task. Theseresults,however, were for a
scenariothat involved a singleagentandanunloadedservice.Giventhatmobileagentsaretypically CPU
bound,while the correspondingclient/server implementationsareoften network bound,it is importantto
understandhow thetwo solutionsscalerelative to eachotherastheserviceload increases.Thescalability
canbebetteror worsedependingon thenetwork speed,theclient andserver computingpower, andmany
otherfactors.In thissection,wepresentscalabilityresultsfor mobileagentsin aninformation-retrieval task
wheremoreandmoreclientsgeneratesimultaneousrequests.Thesescalabilityresultsarea snapshotfrom
anongoingandmuchlargerscalabilitystudy.

As wediscusstheperformanceof themobile-agentapproach,it is importantto rememberourunderlying
assumption—theservicedeveloperswereunableto anticipateanddirectly supporttheneedsof all clients,
andinsteadelectedto provide a generalbut low-level interface. If the servicedevelopershadanticipated
a specificclient’s needs,they could have implementedan operationto supportexactly that client task,
andinvoking this builtin operationfrom acrossthenetwork would alwaysbe fasterthansendinga mobile
agent.In information-retrieval applications,however, predictingtheneedsof futureclientsor extendinga
serviceasnew clientsaredevelopedcanbe both difficult andtime-consuming.Mobile agentsarea way
to achieve somemeasureof efficiency, even when the information-retrieval task requiresa sequenceof
low-level serviceoperations.

Underthis assumption,we show below thatmobileagentsoftenoutperformtraditionalclient/server so-
lutions,particularlyin low-bandwidthconditions,andscalewell asthenumberof clientsincreases.When
comparingmobile-agentandclient/server solutions,wefocusonnetwork bandwidth,thepassratio,andthe
numberof client machines,wherethepassratio is thepercentageof datathatpassesanapplication-specific
filter aftersomeinitial andmoregeneralquery. Otherfactors,suchasnetwork reliability andlatency, client
andserver processingspeeds,datasize,taskgranularity, andchoiceof agentprogramminglanguage,are
equallyimportant,but areleft for futurepapers.Thustheexperimentsin this paperdescribean important
but partial sectionof the information-retrieval performancespace,andsignificantadditionalexperiments
are neededto characterizethe rest. Our ultimate goal is to develop predictive performancemodelsfor
information-retrieval applications,alongwith experimentalmethodsto rapidly characterizeapplicationbe-
havior in new network domains.The experimentshere,alongwith themodelingwork in [KCG � 02], are
first stepstowardthisgoal.
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Severalotherresearchgroupshave modeledor experimentallyanalyzedmobile-agentperformance.On
themodelingside,StraßerandSchwehm[SS97]compareRemoteProcedureCalls(RPC)andmobileagents
in data-processingapplications;KüpperandPark [KP98] comparemobile-agentandclient/server imple-
mentationsof a telecommunicationssignalingapplication;Picco, Fuggettaand Vigna [Pic98b, FPV98]
comparecode-on-demand,remote-evaluation,mobile-agentandclient/server implementationsof anetwork-
managementapplication;andPuliafitoet al. [PRS99]usePetrinetsto compareremoteevaluation,mobile
agentsandclient/server solutionsfor data-processingapplications.With anexperimentalapproach,Sama-
raset al. [SDSL99] comparedifferentstrategies for accessinga Web server, andJohansen[Joh98] com-
paresmobile-agentandclient/server implementationsof an image-processingapplication. Of this work,
Johansen’s image-processingapplicationis the closestto the applicationwe measurebelow. Few, if any,
papersexaminethescalabilityof thesystemasthenumberof clientsincreases.

4.1 Our experiments

We implementedclient/server andmobile-agentversionsof a simpleinformation-retrieval applicationand
usedquerycompletiontimesastheperformancemetricfor comparingthem.Theapplicationis asimplified
versionof theinformation-retrieval tasksthatthesoldiersin thefield performagainstthemilitary databases
in Section2. Specifically, theapplicationallows a userto retrieve a setof “interesting”documentsfrom a
documentserver. Theserver’s interfaceallows traditionalkeyword queries,but theapplicationnarrows the
setof documentsreturnedfrom akeyword queryby searchingfor specificphrasesin thedocuments.

Thereareseveral thingsto noteaboutthis application. First, it is temptingto arguethat the retrieval
and filtering operationsare too simple. After all, any modernInternetsearchengine,suchas Google3

andExcite4, allows the userto searchWeb pagesfor phrasesaswell as individual keywords. With such
searchengines,thereis no needfor the applicationto performa separatefiltering stepto identify which
documentscontaina particularphrase.Our intention,however, wasnot to measurethe performanceof a
domain-specificretrieval application,but insteadto measurethe performanceof a simplified application
that(1) allowedstraightforwardcontroloverparameterssuchasdatasize,filtering ratios,andsoon,and(2)
wasrepresentativeof many domain-specificapplications.Our simplified applicationfills both rolesquite
well, andin particular, is aneffective stand-infor any applicationthatusesaservice’s built-in operationsto
obtainasetof candidatedocuments,but thenperformsasinglepassover thecandidatedocuments,eitherto
reducethenumberof candidatesor thesizeof eachcandidate.For themilitary news database,for example,
theclientapplicationusedbuilt-in serviceoperationsto performstandardkeywordandphrasesearches,but
thenautomaticallyconstructedsummariesof thecandidatedocuments.For thephonedatabase,theclient
applicationusedbuilt-in operationsto retrieve phonecallsthatweremadeat theright time of dayandto or
from the right phonenumber, but thenfurtherweightedthedocumentsaccordingto the topicsandnames
mentionedin eachone.

Second,the agentsin the mobile-agentversionof the applicationmake only a singlemigrationfrom
client to server machine(and back again). The decisionof whetherto make a single initial migration,
however, is the first and most importantdecisionin any mobile-agentapplication. Can the client code
efficiently interactwith theservicefrom its homemachine,or shouldit sendsomepartof itself to a more
attractivenetwork location?Analyzingthescalabilityof thesingle-migrationcaseis anessentialsteptoward
anunderstandingof mobile-agentperformance.

Finally, aswe will see,the performancecurves turn out to be straightforward, andcanbe described
easilywith simplemathematicalequations.In fact, as long as the agentsystemitself is not overloaded,
the querycompletiontimesscale(roughly) linearly accordingto the amountof datatransferredover the
network, which in turn is proportionalto the numberof client machinesmaking simultaneousqueries.

3http://www.google.com
4http://www.excite.com
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Although this resultconformsto our intuition, it is not at all obvious that our intuition would have been
correctevenin thissimplestcase,simplydueto thewiderangeof performanceoverheadsthatarepresentin
all mobile-agentsystems.Suchoverheadsrangefrom settingup anexecutionenvironmentfor anincoming
agentto interpretingtheJava bytecodesthatmake up theagent.It is importantto verify thata realmobile-
agentsystemdoesmeetour scalabilityexpectations,so thatapplicationdesignerscanconfidentlyanalyze
situationsfor whichexperimentsaredifficult or impossible.

Theagentversionof our applicationusesa parentagentto launchfrom oneto twenty identicalagents,
eachto a separateworkstation. Eachagentactsas a client in an information-retrieval task in which it
jumpsto a centralserver, doesa singleinitial queryagainsta documentcollectionto geta list of candidate
documents,thensearchesthetext of thecandidatedocumentsfor a particularsubstring,andthenreturnsto
its homemachinewith thematchingdocuments.Thetimeit takesfor theprocessingandjumpsof eachagent
is calculatedandreportedto the parentagentwherethey areaveragedandsummarizedasa performance
measurement.By varyingthenumberof clientagentsfromoneto twentyacurvecanbeconstructedshowing
how mobile-agentperformancescaleswith numberof clients. By usingoneworkstationperclient agent,
weensurethatwearemeasuringthescalabilityof theserver andnetwork, ratherthanof theclientmachine.
Figure3 showsaJavaagentthatembodiesmuchof thefunctionalityof ourapplication.It is agoodexample
of a D’AgentsJava agentthatusesthe jump methodto movebetweenmachines.

Sinceour goal is to explore the performanceof mobilecode,the mobile-agentversionalwayssends
an agentto the documentcollection,ratherthaninteractingwith the documentcollectionfrom acrossthe
network whennetwork conditionsareparticularlygood.Theresultsof ourperformanceexperimentswould
provide importantinformation,however, to actualapplicationsthatneedto decidewhetherto usea proxy
siteandwhetherto spawn child agents.

In theclient/server versionof theapplication,theclient opensa TCP/IPconnectionover which it sends
queries,usinga simpleprotocol, to a multithreadedserver (implementedasmultiple independentserver
tasksfor simplicity). The server performsthis initial queryto get a list of candidatedocumentsandthen
sendsall theresultingdocumentsbackto theclient. Theclientthendoesasubstringsearchonthedocuments
to selectthe final results. The clients andservers keeptrack of the connectionduration(including data
transmissiontimes)andsubstringsearchtimesasaperformancemeasure.

We ranour experimentson twenty-oneidenticalLinux computers.5 Theoneto twentyclient machines
wereconnectedto theonedocument-server machinethrougha100Mbpsswitchandhub,ahardwareband-
width managersetto 7 or 10 Mb/s,6 or amachinerunningtheDummyNetbandwidthmanager,7 depending
on thedesirednetwork bandwidth.Thustheclientmachinessharethegivenbandwidth.Theauthentication
featuresof D’Agentswereturnedoff, soboth theagentsandtheclient/server messageswereunencrypted
andunsigned.

The text of eachdocumentis exactly 4 kilobytesin size,but eachretrieved documentis 4.2 kilobytes,
sincetheretrieveddocumentincludesaURL, auniqueintegeridentifier, andothermeta-information.In the
agentcase,eachretrieveddocumentactuallytakesup 4.5 kilobytes,anadditional0.3kilobytes,dueto the
detailsof how D’Agentspackagesupagentsfor transmission.

The Java classfile that containsthe mobile Java agentis 3.2 kilobytes. 3.2 kilobytes of codemay
5More specifically, eachcomputerwasa VA Linux VarStation28 Model 2871E,which hasa 450 MHz PentiumII, 512KB

ECCL2 Cache,and256MBRAM. EachcomputerranLinux 2.2.14.We compiledall C/C++code(includingtheagentserver and
interpreters)with GNU gccversion2.91.66(egcs-1.1.12)with anoptimizationlevel of 2.

6For the7.0and10.0Mbpsnetwork, the100Mbpshubwasreplacedwith anET/R1700i-BW-5 bandwidthmanager, manufac-
turedby EmergingTechnologies,which canenforcepresetbandwidthlimits.

7For the 1.0, 2.0, and 3.0 Mbps network, the 100 Mbps hub was replacedwith a machinerunning DummyNet,which is
a software packagethat can simulate(and enforce)bandwidthlimitations, network latencies,packet loss, and multi-path ef-
fects[Riz00], on full-duplex traffic betweentheclient andserver machines.For our tests,we did not introduceany packet losses
or multi-patheffects,andsimply usedDummyNetasa throttle on the underlyingphysicalnetwork. DummyNetis availableat
http://www.iet.unipi.it/˜luigi/ip dummynet/.
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class QueryAgent extends AgentEntryPoint {
public void run (Agent a) {

// Submit the desired number of queries, sending results to parent.
for (int queries = 0; queries < numQueries; queries++) {

// jump to the location of the document collection
try {

a.jump (documentMachine, TIMEOUT_SECS);
} catch (Exception e) {

Message message = new Message (0, "Unable to jump to server" +
e.getMessage());

a.send (a.getRootId(), message, TIMEOUT_SECS);
a.end(TIMEOUT_SECS);

}
// the agent is on the document-collection machine - first make
// the initial query to get a list of candidate document ids.

int dids[] = makeInitialQuery (query, desiredInitialDocuments);
// calculate the number of documents that will turn out to

// be relevant once we examine the document texts
int relevantDocuments = (int)(desiredInitialDocuments*releva ncePer cent) ;

// examine the document texts to determine which are relevant
try {

examineDocumentTexts(dids, relevantDocuments, documentDirectory);
} catch (Exception e) {

Message message = new Message (1, "examineDocumentTexts error: " +
e.toString());

a.send (a.getRootId(), message, TIMEOUT_SECS);
a.end (TIMEOUT_SECS);

}
// jump back to the Client home machine

a.jump (clientMachine, TIMEOUT_SECS);
// send some information to the parent

Message message = new Message (0, results);
a.send (a.getRootId(), message, TIMEOUT_SECS);

} // end of QUERIES loop.
a.end (TIMEOUT_SECS); // done

} // end of run()
}

Figure3: A simpleJavaagent(with someof theinitializationcodeandmethoddefinitionsremovedfor clar-
ity). This agentmigratesbackandforth betweenaclient andaserver machine,performinganinformation-
retrieval taskon theserver machineandreturningtheresultsto theclient machine.
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seemsmall,but rememberthattheagent’s codeis primarily a wrapperaroundthedatabaseoperations.The
agentperformsonly amodestamountof application-specificprocessing.Thestateimageduringmigration,
which includesthe3.2kilobytesof code,is approximately16.5kilobytes,since(1) thestateimageincludes
variablesandcontrolstate,notjustcode,and(2) theD’Agentsformatfor Javastateimagesis notparticularly
compact.In otherwords,whentheagentmigratesto thedatabasemachine,its sizeis 16.5kilobytes,and
whentheagentreturnsto thehomemachine,its sizeis 16.5kilobytesplus4.5kilobytesfor eachdocument
that containedthe desiredsubstring.Of course,the bandwidthutilization would includeEthernet,IP and
TCPheaders,soit is largerthanjust thesumof thequery, agentanddocumentsizes.

The C++ client sendsa 256-bytequeryacrossthe TCP/IPconnection,andthendownloadseach4.2-
kilobyte candidatedocumentacrossthat sameconnection. Again, the full bandwidthutilization would
includeEthernet,IP andTCPheaders.

In addition,each client generatesonequeryevery two seconds,andeachqueryalwaysproducessixty
candidatedocuments.Theclient/server approachsendsall sixty documentsto theclient. Theagentsfilter
throughthe documentson the server (to correctly representthe CPU time that filtering uses),but then
chooseanarbitrary5% or 20%of thedocuments(to allow straightforward repeatability).Onequeryevery
two seconds,sixty candidatedocuments,anda 5% or 20% passratio aresimply illustrative points in the
performancespacethatwe have explored,althoughthesenumbersdo roughlycorrespondto thenews and
phone-callretrieval tasksfrom ourmilitary application.

Figure4 showsthescalabilityof theapplicationin a10Mbpsnetwork. The � -axisis thenumberof client
machinesgeneratingqueriessimultaneously, andthe � -axis is theaveragetime in millisecondsperquery.
Weshow two casesfor mobileagents,onecasein which20%of thedocumentspasstheapplication-specific
filter, anda secondcasein which only 5% of thedocumentspassthefilter. Theclient/server approachhas
identicalperformancein the two cases,of course,because100%of documentsaretransmittedacrossthe
network regardless.

Wheninterpretingtheseresults,therearethreeimportantpointsto noteabouttheexperimentalsetup.
First, to simplify the mobile-agentcontrol program,thereis actually only one mobile agentcreatedper
client machine. This singlemobile agentmigratesbackand forth betweenthe documentserver and the
clientmachine,performingthequeryon thedocumentmachine,andwaitingon theclientuntil it is time for
thenext query. Thisapproachdoeseliminatethesmalloverheadof creatinganew agentfor eachquery, but
sincethisoverheadis local to eachclientmachine,i.e.,nocontentionwith otheragents,it hasnosignificant
effecton theresults.

Second,thecontrolprogramon eachclient machineattemptsto generateonequeryevery two seconds
accordingto a uniform randomdistribution, but alwayswaits for the previous query to completebefore
startingthenext query. If thepreviousquerytakestwo secondsor longer, theapplicationgeneratesthenext
queryimmediately. Thus,if thenetwork or serverbecomesoverloaded,wewouldseetheoverloadasadrop
in thequerygenerationrate.

Finally, the routine to obtain a list of candidatedocumentsis actually a stub routine that returnsa
hardcodedlist of candidatedocuments.The real routinewould usesignificantlymoreCPU time thanthe
stub routine. This routine,however, is usedexactly onceper queryand is exactly the samein both the
client/server andmobile-agentapproaches,sinceit is anoperationbuilt into thedatabaseservice.By using
thestubroutine,we aresimply assumingthat theCPU capacityof our testmachinesis theCPU capacity
left over after invoking thereal routinefor eachquery. Of course,usingthereal routinewould changethe
querycompletiontimes,but by thesameabsoluteamountin bothclient/server andmobile-agentcases.

With thesethreepoints in mind, Figure4 is straightforward. The CPU on the documentserver never
reachesmaximumcapacityin any of theexperimentspresentedhere,8 andthusthebehavior in Figure4 is
dueto network effects.

8We monitoredCPUloadduringthescalabilityexperiments.
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Figure4: Scalabilityof theclient/server andmobile-agentsolutionsin a10Mbpsnetwork. The 7 -axisis the
numberof client machinesthataregeneratingqueriessimultaneously, andthe 8 -axis is theaveragequery
completiontime. Eachdatapoint is theaverageacross100to 500queriesperclient. Thenumberof queries
wasadjustedto theminimumneededto produceconsistentresultswith aminimumof computationtime.
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In the client/server casethe query time is dominatedby the network; addingclients causesa linear
increasein the network load anda linear increasein the query-completiontime. With nine clients, the
network hasnearlyreachedits capacity, andat tenclientsthetimeperqueryjumpssignificantly. With tenor
moreclientsthereis notenoughnetwork bandwidthfor all of thedocuments.9 Here,thequerytimeexceeds
two seconds,indicating that we have droppedbelow our desiredquerygenerationrate. Werethe clients
unableto slow their querygenerationrate,10or moreclientswould beimpossible.Instead,asmoreclients
arriveeachclientslows its querygenerationto matchthecapacityandthequerytimesagainclimb linearly.

The mobile-agentcase,which transmitsonly the documentsthat passthe application-specificfilter,
scalesmuchbetter. Eachquerycompletesin lessthantwo secondsacrosstheentireclient range.

Figure5 shows that thesituationis quitedifferentfor a 1.0 Mbpsnetwork (notethechangein � -axis).
Themobile-agentapproachstill doesbetterthantheclient/server approach,but with thereducedbandwidth,
themobile-agentapproacheventuallyusesuptheentireavailablebandwidthaswell. Oncethishappens,the
agentcompletiontimesscaleaccordingto thetotal transmissiontime neededfor theadditionaldocuments
andagentcode.Of course,theagentsaretransmittinga filtereddocumentset,ratherthanevery candidate
document,sothemobile-agenttimesstill grow muchmoreslowly thantheclient/server times.

Figure6 shows thecompletiontimesfor multiple network speedson a singlegraph,includingthedata
from Figures4 and5 aswell asdatafor a2 Mbpsnetwork. It is reassuringto notehow closelythe10Mbps
client/server curve matchesthe 2 Mbps agentscurve, becausethey transmitroughly the sameamountof
dataacrossthenetwork. Theslight differencebetweenthecurvesreflectstheoverheadof transportingand
executingtheagents.

Figure7 shows theratio betweenclient/server andmobile-agentcompletiontimesfor differentnetwork
speeds,100,10,7, 3, 2 and1 Mbpswith a20%passratio. A ratioof 2, for example,meansthatqueriestake
twice aslongwith theclient/server approach.

The ratio graphillustratestwo importantpoints. First, the client/server approachdoesbetterthanthe
mobile-agentapproachovera100Mbpsnetwork, simplybecausetransmittingtheintermediateresultsover
the network is fasterthanexecutingtheagenton the server. Second,we clearly seethemobile-agentap-
proachreachingthe network bandwidthlimit in the slower networks. As the numberof clients increase,
the ratiospeak,drop,andthenlevel off. Thepeakactuallyoccursbeforewe reachthemaximumchannel
bandwidth,so competitionfor the network, not just overloadingof the network, is playing a key role. In
the7 and10 Mbpscaseswe do not seethecurveslevel off within our testrangeof 20 clients. We arestill
experimentingwith the systemto determinewhy the 7 Mbps network hasbetterratiosthanthe 10 Mbps
ratios.

Figure8 shows theratiobetweenclient/server andmobile-agentcompletiontimesfor differentnetwork
speeds,100,10,3,2 and1 Mbpswith a5%passratio. Thisparameteraffectsonly theagentimplementation
andallows themcorrespondinglybetteragentperformance.

Figure9 andFigure10 show the sameratio informationas in Figure7 andFigure8 displayedas a
two-dimensionalgraphof theoverall performancespace.

Theperformanceratio is largestwhentheclient/server approachis overloadingthenetwork while the
bandwidthsavedin amobile-agentapproachis sufficient for theagentsto avoid overloadingthenetwork. In
thefastestnetwork, theagent’s bandwidthsavingsdo not significantlyaffect performance,andin high-load
situationson slower networksbothmethodsstruggleandtheperformanceratio is low.

In summary, mobile agentsscalewell undermany network andapplicationconditions. In situations
wheretheservicedevelopercannotdirectly supportall client tasks,mobileagentscanprovide significantly
betterperformancethantraditionalclient/server approaches.Mobile agentsdo not provide betterperfor-
mancein all cases,however, andtheapplicationdevelopermustcarefullyconsiderwhetherherapplication

910 setsof 60 candidatedocumentsis 2700kilobytesof application-level data. Ignoringprotocolheaders,thenetwork would
needto transmit10.5Mbpsto sustaina rateof 0.5queriespersecondperclient.
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Figure9: Ratio of client/server to mobile-agentperformance.The shadingrepresentsthe ratio between
the client/server andmobile-agentquery times for eachparticularnetwork speedandnumberof clients.
The white areais wherethe ratio is lessthanoneandhencethe client/server approachis betterthan the
mobile-agentapproach.Measurementsweretaken for 1,2,3,7,10,and100Mbpsfor oneto twentyclients,
andinterpolatedatotherpoints.Thepassratio was20%in all cases.
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falls in the right sectionof themobile-agentperformancespace.Significantadditionalwork is neededto
fully mapthis space,andgive thedevelopereffective guidelinesasto exactly whenmobileagentsshould
(andshouldnot) beused.In earlierexperiments,for example,theperformanceof our information-retrieval
agentswassignificantlyworsewhentheagentswereimplementedin Tcl [GCKR01]. In particular, theTcl
agentcouldnot constructthelist of relevantdocumentsquickly enough,andthustransferringall thecandi-
datedocumentsacrossa 10 Mbpsnetwork wasfasterthansendingtheTcl agentto thedocumentmachine.
Theapplicationdevelopermusttake theefficiency of theavailablelanguagesinto account,or hemight end
up with far lessthanthe expectedperformance.Our next setof experimentsfocuseson retrieval tasksin
whichtheagent’sanalysistaskis moreintensiveor in whichtheagentis writtenin alessefficient interpreted
language,andon scenarioswith moreclient machinesanda fasterquery-generationrate. Theseongoing
experimentsareessentialfor understandingmobile-agentperformancein our larger military application,
andfor developingandvalidatinga predictive modelthatcancover moregeneralinformation-retrieval ap-
plications.

5 Lessons Learned and Conclusions

In this paper, we describedtheD’Agentssystem,which supportsmultiple languages,communication,se-
curity, resourcecontrol, andstrongmigration,andquantifiedits performancein distributed information-
retrieval applications.Our experiencewith theuseof D’Agentsin a largeapplicationthatsupportssoldiers
in thefield shows thatthemobile-agentparadigmworks.Mobile agentsareausefulapproachfor many dis-
tributedapplications.A mobileagentdoesnot requirea permanentconnectionto thecomputerfrom which
it waslaunched.Theagentdoesnot careif thecomputerthat launchedit becomesdisconnectedbecauseit
canpursueits searchoperationsindependently. Moreover, agentsareanefficient paradigmfor information
processingandtransferover wirelessnetworks,which typically have low bandwidthandhigh latency. By
migratingto the locationof an electronicresource,an agentcanaccessthe resourcelocally andeliminate
costlydatatransfersover congestednetworks. This reducesnetwork traffic andimprovesdatadelivery, be-
causeit is often fasterandcheaperto senda smallagentto a datasourcethanto sendall the intermediate
datato therequestingsite.

In short, we seesix key benefitsof mobile agents: (1) conservation of bandwidth,(2) reductionin
latency, (3) reductionin total completiontime,(4) supportfor disconnectedoperationin mobilecomputing,
(5) loadbalancing,and(6) dynamiccodedeployment. This paperfocusedon bandwidthconservation and
reductionin completiontimes,andanearlierpaper[GCKR01] discussedtheotherfour reasons.Although
noneof thesesix strengthsareuniqueto mobileagents,nocompetingtechniquesharesall six. Thus,thetrue
strengthof mobileagentsis that they provide a general-purposeframework in which a rangeof distributed
applicationscanbeimplementedeasilyandefficiently.

First-andsecond-yearundergraduatestudentsdevelopedmany of theD’Agent applicationseventhough
they hadnevertakencoursesin distributedor network computing.Ourexperiencewith theseundergraduates
suggeststhatmobileagentsareeasierto understandthanmessage-or RPC-basedtechniques,emphasizing
the potentialfor mobile agentsto be a uniform paradigmfor developingdistributedapplications.Agents
alsoremove theneedfor distributedapplicationsto have theirown controllanguage,andmultiple-language
systemssuchasD’Agents,Tacoma[JvRS95] andAra [PS97]demonstratethat themobile-agentparadigm
is independentof languagechoice.

D’Agents is an excellentprototypingtool for distributed applications,but several challengesmustbe
overcometo fully realizethesix mobile-agentbenefits.Specifically, theprotocoloverheadof themobile-
agentparadigmis large, which hassignificantperformanceconsequences.For example,the experiments
describedin Section4 show thatdueto themigrationandinterpretive overheadin our system(which is the
casefor all currentsystems),anagentwill outperforma traditionalclient/server solution(in termsof total
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completiontime) only if a queryretrievesa sufficiently largenumberof documentsandtheagentis ableto
filter mostof themon theserversideof theconnection.Thisobservationis particularlytrueif theclientand
server machinesareconnectedwith amedium-speedor fasternetwork (suchasa10 MbpsEthernet).From
a scalabilityviewpoint, eventhoughthemobileagentapproachdoesbetterthantheclient/server approach
when therearemoreclients in the system,it is easyto seethat scalabilitybecomesan issuefor mobile
agentsaswell whenthemaximumchannelbandwidthis reached.In addition,mobileagentsaremorelikely
to overloadtheCPUon theserver machine,andwe mustunderstandwhetherbandwidthor theserver CPU
will bethelimiting factorin any givenapplication.

Thus,while many difficult problemshave beensolved for mobile agents,many challengingresearch
problemsremain.We believe that thekey researchareasarescalability, security, andprogramverification,
andour projectsfocuson scalability, the first of thesethreeissues.Our future goalsfor D’Agents areto
(1) supportagentmigrationthat is only a small factorslower thananRPCcall that transmitsanequivalent
amountof data,(2) executeagentsnearlyasquickly asif they werecompiled(directly) into native code,
(3) integrateahigh-performanceencryptionlibrary, and,mostimportantly, (4) expandon thescalabilityex-
perimentsanddevelopgeneralmodelsfor mobile-agentperformance,particularlyfor information-retrieval
applications.Suchmodelswill help a designerdecidewhetherto usemobile agentsat all, andwill help
mobileagentsdynamicallydecidewhatto do givencurrentnetwork andmachineconditions.

Availability

D’Agentssoftwareanddocumentationcanbedownloadedat theD’AgentsWebsite.10 Note thatonly the
D’Agents server andthe Tcl andSchememodulesareavailablethroughthe web site, sinceour licensing
agreementwith SunMicrosystemspreventsusfrom makinga completelyopenreleaseof theJava module
(which requiredmodificationsto the standardJava virtual machineto supportstrongmobility). Readers
interestedin theJava moduleshouldsende-mailto thefirst author.
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[BJP¥ 00] LadislauBölöni, Kyungkoo Jun,Krzysztof Palacz,RaduSion, andDan C. Marinescu. The
Bondagentsystemandapplications.In Proceedingsof theSecondInternationalSymposium
on Agent Systemsand Applicationsand Fourth International Symposiumon Mobile Agents
(ASA/MA2000), volume1882of Lecture Notesin ComputerScience, pages99–112,Zurich,
Switzerland,September2000.Springer-Verlag.

[BM98] MarkusBreugstandThomasMagedanz.Mobile agents—enablingtechnologyfor active intel-
ligent network implementation.IEEE NetworkMagazine, 12(3):53–60,August1998.Special
IssueonActive andProgrammableNetworks.

[BMcI ¥ 00] JonathanBredin, Rajiv T. Maheswaran,Çagri Imer, TamerBaşar, David Kotz, andDaniela
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