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Abstract

D’Agents is a general-purposenobile-agentsystemthat has beenusedin several information-
retrieval applications. In this paper we first examine one such application, operationalsupportfor
military field personnelwhereD’Agents greatly simplifiesthe taskof providing efficient, application-
specificaccesdo remoteinformation resources.After describingthe application,we discussthe key
differencesdbetweenD’Agentsandmostothermobile-agensystemsnotablyits supportfor strongmo-
bility andmultiple agentlanguagesFinally, we derive a small,simpleapplicationthatis representatie
of mary information-retrizal tasks,includingthosein the exampleapplication,andusethis application
to comparehe scalabilityof mobileagentsandtraditionalclient/sener approachesTheresultsconfirm
andquantify the usefulnes®f mobile code,and perhapanoreimportantly confirmthatintuition about
whento usemobile codeis usuallycorrect. Although significantadditionalexperimentsareneededo
fully characterizeéhe complex mobile-agentperformancespace the resultshere help answerthe ba-
sic questionof when mobile agentsshouldbe consideredat all, particularly for information-retrigval
applications.

1 Introduction

Oneof the mostattractve applicationsfor mobile agentsis distributed informationretrieval, particularly
in mobile-computingscenariosvhereusershave portablecomputingdeviceswith only intermittent, low-
bandwidthconnectiongo the main network. A mobile agentcanleave the portabledevice, move to the
network locationof a needednformationservice,andperforma customretrieval tasklocal to the service.
Only thefinal resultsaretransmittedbackto the portabledevice. Sourcedataandintermediateresultsare
nottransmittedeventhoughtheinformationservicehadno prior knowledgeof theclientor its specifictask.
Moreover, the mobile agentcancontinuethe retrieval taskevenif the network link to the portabledevice
goesdown. Oncethelink comeshackup, theagentsendshackits results.

If aninformationservicedoesnot directly supporta client’s task,mobile agentsallow efficient service
accessvithout requiringthe servicedeveloperto add new operationgo the servicesoftware. By moving
the codeto the data,a mobile agentcanreducethe lateny of individual steps,avoid network transmission
of intermediatedata,continueevenin thepresencef network disconnectionsandthuscompletethe overall
taskmuchfasterthanatraditionalclient/serer solution.



A mobile agentwill not always performbetterthana client/serer solution. For example,if the agent
codeis larger thanthe total intermediatedata,the mobile agentmustperformworse,sinceit will transfer
more bytesacrossthe network thanthe client/serer solution. Similarly, if the network is fastenough the
agentmightdoworseevenif the codeis smaller sincemobile agentsaretypically writtenin aninterpreted
languagdor portability andsecurityreasonsWith afastandreliablenetwork, interpretingtheagentonthe
sener mightbeslowerthantransmittingtheintermediatadatato theclient. As network speecandreliability
drops,however, or datasizesincreasethe picturechangesonsiderably

An importantgoal of our researchat Dartmouthhas beento characterizeéhe mobile-agentperfor
mancespace. When are mobile agentsa betterchoicefor information-retrieal applicationsthan tradi-
tional client/serer techniques?o supportthis researchye developedthe D’Agents mobile-agensystem.
D’Agents, which wasonceknown asAgent Tcl, wasfirst usedinternallyin 1994andreleasedgublicly in
1995. Sincethen,D’Agents hasbeendownloadedsereral thousandimes,andusedin numerousexternal
researctprojects. The mostrecentversionof D’Agents, D’Agents 2.1, allows the programmerto write
mobile agentsin threedifferentprogramminganguagesycl, Java and Scheme supportsstrongmobility
for Tcl andJava, providessecuritymechanism#o protectmachinesgainsimaliciousagentsandincludesa
high-performanceanulti-threadedgentsener. Multiple languagesllow theagentprogrammeto selecthe
mostappropriatéanguagdor thetaskat hand,andstrongmobility appeargasieffor theagentprogrammer
to understandind usethanweak mobility [Whi98]. At the sametime, strongmobility doesrequiremore
work from the systemdeveloper sincemoreof anagents statemustbe capturedor theagentto migrateto
anen machine.

Using D’Agents,we have implementedsereralinformation-retrigal applicationsrangingfrom search-
ing three-dimensionaravingsof mechanicapartsfor aneedegart[CBC97]to supportingheoperational
needsof a platoonof soldiers[Gra0(d. In this papey we first describethe operational-suppbrpplication,
wheremobileagentperformarangeof simpleandcomple information-retrigal tasks bothfor thesoldiers
themselesandfor the plannersandanalystsat missionheadquartersAfter discussinghis applicationin
Section2, we describehearchitectureandimplementatiorof the D’Agentssystemn Section3, comparing
D’Agentswith othermobile-agensystems.

Finally, in Section4, we derive a simpleapplicationthatis representate of the information-retrigal
tasksin the soldierapplication,aswell asin mary otherapplications.In the application,a client machine
searchesa singleremoteinformationservicein oneof two ways,namely sendinga mobileagentor making
traditional client/serer invocationsacrossthe network. Although this applicationis simple andinvolves
at mosta singleagentmigrationfrom client to serner machine the decisionof whetherto malke aninitial
migrationis the first and mostimportantdecisionin mostmobile-agen@pplications.Canthe client code
efficiently interactwith the servicefrom its homemachine,or shouldit sendsomepart of itself to a more
attractve network location?A performanceanalysisof thissimplesicases anessentiasteptowardallowing
mobile agentdo make the mosteffective migrationdecisions.

Our earlierpaper[GCKRO1] evaluatesthe performanceof a single agentthat migratesfrom one host
to anotherhost. In this paper we look beyond theseinitial performancecharacterizationandexaminethe
scalability of the mobile-agenandclient/serer solutions,comparinggquerycompletiontimesasmoreand
more client machinesaccesghe information servicesimultaneously In Section4, we focuson network
bandwidththe passratio, andthe numberof clientmachinesyherethe passratio is the percentagef data
that passesn application-specifidilter after someinitial andmoregeneralquery Otherparameterssuch
asnetwork reliability andlateng, clientandsener processingpeedsgatasize taskgranularity andchoice
of agentprogramminganguageare equallyimportant,but left for future papers.As such,the scalability
resultsin Section4 describeanimportantbut partial sectionof the performancespace.

As we will seein Section4, mobile agentsscalewell. Moreover, the performancecurvesare straight-
forward, and canbe describedeasily with simple mathematicabquations.As long asthe sener CPU is
not overloadedthe querycompletiontimesscalelinearly accordingto the amountof datatransferrecover
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the network, which in turn is proportionalto the numberof client machinesnakingsimultaneougjueries.
Although intuition would allow us to derive the sameequationsijt is importantto seethat a real mobile-
agentsystemdoesin factcorrespondo our expectationsparticularlygiventhenumberof overheadshatare
presenin all mobile-agensystems.Suchoverheadgangefrom startingup a new executionervironment
for anincomingagentto cleaningup the executionervironmentoncetheagenthasfinished.Experimentally
confirmingthat mobile-agensystemsconformto expectationsallows the designerto confidentlyanalyze
situationsfor which experimentsaredifficult or impossible andthus,to make effective designdecisions.

2 Aninformation-retrieval application

In this sectionwe describean applicationof mobile agentgo gatheringanddistributing datain field oper
ations. The specificscenariowe developedconcernssoldiersin a peace-kepingmissionbut the structure
of theapplicationis generallyapplicableto ary field missionthatinvolvesmultiple playersandthe needto
accesanddistribute dataacrosplayers.

This application the largestD’Agentsapplication,allows smallteamsof soldiersto communicatevith
eachotherandwith their missionheadquartersia wirelesscomputer§Gra0(d. Theapplicationwasdevel-
opedaspartof the Active CommunicationgActComm)project! a Multi-disciplinary University Research
Initiative (MURI) fundedby the Departmenof Defenseandadministeredy the Air Force Office of Sci-
entific Research.The participantsin the ActComm project are DartmouthCollege, Harvard University
RensselaePolytechniclnstitute, the University of Illinois, LockheedMartin and ALPHATECH, eachof
which providedtechnologycomponentgor theimplementation.

The applicationhasbeentestedunderseveral differentmilitary scenarioswith DartmouthCollege stu-
dentsplayingtherole of soldiers. The mostrecentscenariovasanurbanpeace-kepingmissionin which
ateamof sixteenstudent‘soldiers” surroundedpbsered andseizeda building on the DartmouthCollege
campusn late 1999. This scenaridoeginswhenanintelligenceteamat headquartersiterceptoneor more
phonecalls and determineghat a terroristgroupis likely to meetin a particularbuilding. Headquarters
dispatches teamof soldiersto the building, andthe soldierstake up obseration posts(probablyhidden)
aroundthe building. Thesoldierswait for the suspectederrorists,andif theterroristscometo the building,
the soldierswill seizethe building andarrestthe terrorists. Sucha scenarios commonin peace-keping
efforts.

Eachsoldierhasa portablecomputingdevice with a GPSunit anda wirelessnetwork card (2 Mbps
WaveLAN 802.11in our experiments).Oneor moresoldierssene asgatevaysbetweenthewirelesscloud
andthe main military network. Routingdatabetweenthe main military network anda particularsoldier
is a matterof routing thatdatato andfrom the gatevay soldiers.In real life, thesegatevay soldiersmight
have satellitetransmissiorequipmentto establishan uplink with headquarters.n our testsruns on the
Dartmouthcampushowever, a satellitewasnot availableto us, sowe simulatedsatelliteconnectionavith
wirelesscardssetto a differenttransmissiorirequeng.

The applicationinvolves several technologycomponentghat canwork with mobile agents,ncluding
wirelessad-hocrouting, persistengjueriesandthelike. The APRL ad-hocroutingsystenTKK98] from the
EECSgroupat Harvard, for example, provides basicrouting functionality APRL continually broadcasts
“ping” pacletsto determinewhich devices are within transmissiorrangeof eachother As the soldiers
andthustheir deviceschangeposition, APRL updategshe network routingtablessothatpacletsarerouted
throughasmary devicesasnecessaryo reachthe gatavays.

Mobile agentsthemseles play two roles within the application. First, mobile agentscarry special-
purposanterfacecodeontothesoldiers’devices.Whenthesoldierseesapossiblesuspecenterthebuilding,
the soldiersendsa descriptionof that suspecto headquartersHeadquartersearchesvailable databases

http:/lactcomm.thayer.dartmouth.edu



to identify exactly who the suspectmight be. Onceone or more candidatesare identified, headquarters
sendspicturesof the candidatesalongwith the codeto displaythe pictures to the soldierwho madethe
initial obseration. The soldierinteractswith this dynamically-deplged codeto examinethe picturesand
identify which picture,if ary, is the personthatsheactuallysaw. Of coursethe codeto displaythe pictures
and acceptthe soldiers confirmationcould be pre-installedon the soldiers device. In a peace-keping
situation, however, a group of soldiersmight find themselesinvolved in a new, uniquetype of mission,
underthe direction of a headquarterérom a differentbranchof the military, a differentcountry or the
United Nations. The soldiermight never have neededo selecta suspecfrom a photolineup before. By
dynamicallydeplg/ing thephoto-lineupcodeto thesoldiers device, whenandif neededthemilitary avoids
theneedto engagen acostlyandadministratiely complex software-installatiorphasebeforeeachmission.

Secondandmoreimportantlyfor this paper mobile agentshandleall information-retrigal tasks.The
intelligenceteamat headquarterandthe soldiersin the field canperformseveral kinds of queriesagainst
differentinformation services. Theseservicesinclude databasesf interceptedphonecalls, physicalde-
scriptions affiliations, andaliasesof known terrorists andmilitary andpublic news articlesthatrelateto the
countryin whichthepeace-kepingforcefindsitself. Thenews databasdor example providesaninterface
thatallows aclientto (1) performrelatively complex keyword queriesmuchlike ary Internetsearctengine,
and(2) retrieve the full text of ary article. This interface,however, doesnot exactly matchall needs.An
intelligenceanalystmight wantto retrieve only thosearticlesof a certainlength,for example,or retrieve
only (automaticallyconstructedarticle summaries.

By sendinga small mobile agentto the news databasea client applicationcan accomplisheither of
thesetaskswithout transferringunwanteddataacrosghe network. Sincemissionheadquartermight have
only a slov andunreliableconnectionto the main network andthe databasethatit contains,minimizing
bandwidthusageaswell asthe numberof distinctinterface operationgperformedacrossthe network, is
critical. Without mobile agentsthe sameminimizationcanbe achiezed only if eachdatabaserovidesa
single high-level operationfor eachretrieval task. Evenin a military ervironment,wherethe information
servicesandtheir clientsarenominally underthe control of a singleentity; it is unlikely thatsucha one-to-
onemappingbetweerserviceoperationsaandclient taskscanbe achieved. Eachserviceandclientis likely
underthe control of a differentprogramminggroup within an extremelylarge military organization. By
designingtheir servicesto acceptmobile agents servicedevelopersallow client developersto efficiently
performunpredictedretrieval tasks.

The mostcomple retrieval taskin the ActCommapplicationis searchinghe phone-calldatabasdor
phonecalls that appearto mentionsuspiciougpersonsor actvity. In the currentimplementationan ana-
lyst specifiesa terroristgroup of interest. The client applicationfirst queriesthe databasef aliasesand
affiliations to identify any namethatmight be mentionedn a phonecall betweeroneterroristandanother
Thenthe client applicationexaminesthe text transcript(aswell asassociatednnotationspf eachinter
ceptedohonecall, andflagsfor the analystthosephonecallsthatscorehighly accordingo someevaluation
function.

The mostinterestingaspecbf this retrieval taskis the persistencef the query New interceptecohone
callsareaddedo thedatabaseontinuouslyandthe clientapplicationmustapplyits evaluationfunctionto
eachphonecall, atleastfor thedurationof themissionathand.In addition,theneedf theanalystandthus
the client applicationitself) determinethe exact evaluationfunction, andit is unlikely thatthe phone-call
databasavill supportall variations.Thus,unlessevaluationcodecanbe sentto the phone-calldatabaser
to somenearbyproxy machine significantbandwidthcanbe wastedsendingbackcalls that the evaluation
functionwill reject. In fact,undersomecombinationof network conditions,it might be advantageouso
senda mobileagentto the affiliation databaseandthenhave theagentmigratefrom the affiliation database
to the phone-calddatabaseAlthoughanalyzingsuchmulti-hop scenariosvill beanimportantpartof future
work, we focuson the single-hopor remote-galuationcaselaterin this paper No matterhow mary hops
an agentmakes, it muststill make the first decisionof whetherto leave its homemachineat all. Canthe
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agentefficiently accesghe two databasefrom its homemachine or shouldthe agentmove into the main
network?

3 D’Agents

The mobile-agentsystemthat we useto explore this questionis our own system,D’Agents. We devel-
opedD’Agents to supportdistributed information-retrigal applications,ncluding the soldier application
describedabore. Our main designgoal wasto supportmultiple agentlanguagesso that the programmer
could choosethe mostappropriatdanguage and our main implementationgoal wasto optimize perfor
mance sothatwe could moreaccuratelyexplorethe potentialperformanceadwantageof the mobile-agent
paradigm. The currentversionof D’Agents supportsthreelanguagegTcl, Java, and Scheme) provides
strongmobility (in Tcl andJava), usesencryptionfor authenticatiorandprivagy of moving agentsenforces
limits on resourcausageandis basedarounda high-performancenulti-threadedagentsener.

In this section,we describehe D’Agents system,andcompardt with several otherrepresentate sys-
tems. Beforewe proceedwith the descriptionandcomparisonwe notetwo thingsaboutthe othersystems
thatwe discuss.First, we know of two systemswith the name“Messengers. In this papey we referto the
systemfrom the University of Genera. Secondthe uCODE systemis not, strictly speakinga mobile-agent
system. pCODE is actuallya modularsetof componentdor developing systemsbasedon mobile code.
A mobile-agenabstractiorhasbeenbuilt ontop of xCoDE, andit is thathigherlevel abstractiorthatwe
considerere.

Tablesl and2 summarizeéhe comparisorof mobile-agensystemsandincludecitationsto appropriate
literature?

3.1 Architecture

Thebasicarchitectureof the D’Agents systemis shavn in Figurel. Thearchitectureéhasfive levels: trans-
port mechanismsa sener thatrunson eachmachineandacceptanobile agentsa sharedC++ library that
implementghe D’Agentsagentfunctionality anexecutionervironmentfor eachsupportecagentanguage,
andthe agentgshemseles. Eachexecutionervironmentincludesthe interpreteror virtual machinefor the
agents languagestubroutinesto allow theagentto invoke thefunctionsin thesharedibrary, a state-capture
moduleto supportagentmobility, anda securitymoduleto enforceresourcdimits.

As in all mobile-agensystemsthekey componenbf thefive-layerD’Agentsarchitecturds thesener
thatrunson eachhost. The sener recevesincomingagentsauthenticatetheidentity of the agentowners,
assigngesourcdimits to theagentsunpackghe components;ode, date,andexecutionstate of theagents,
injectsthe agentsnto the appropriateexecutionervironments andmanageshe agentauntil they departfor
anotherhost.

In concertwith the sharedibrary, the sener providescommunicationmigrationandbookkeepingser
vicesto the agentsresidenton its host. In contrastto somemobile-agensystemstheseservicesarelow
level. For example anagentaddresseanothemgenty specifyingthetagetagents currentmachineandits
unigueintegerid onthatmachine Location-independéraddressings providedthroughdedicatedlirectory
agentghatotheragentscanuseor ignoreastheir needsdictate. Making the coreservicedow level wasa
consciougdesigndecision,sincemary mobile agentsrequireonly simply functionality andshouldnot be
penalizedwith the overheadf unnecessarilgomple routines.

In the currentimplementationthe sener is a single multi-threadedorocesghat executeseachTcl and
Schemeagentinsideits own Unix processhut executesmultiple Java agentsasthreadsnsidea singleJava

2panother useful source of information is available in the Mobile Agents List on the web at
http://mole.informatik.uni-stuttgart.de /mal/p review /previ ew.htm|.



Tablel: Feature®f mary mobile-agensystems.

Thread . . . . Multithreaded
System Languages . . Datamigration Codemigration
migration agents?
Aglets weak fixed o sendeipushor
Java Java serialization on-demandrom no
[LO98] entry
sener
Ara . C, C++,Tcl strong custom sendeipush no
[PS97,Peioq
Bond Java, Python, weak,? custom sendepush? yes?
[BIPT00] Jess
Concordia weak, Javaserialization sendeipushor
. Java . . . on-demandrom yes
[WPWT97, WPW9§ itinerary in variousways
sender
D’Agents
Java, Tcl,
[GKCR98, strong custom sendeipush no
Scheme
BMcl 00, KGN+97]
FarGo o
Java weak,? Javaserialization
[HBSG99]
Grasshopper Java weak.? on-demandrom yes
[BM98] sender?
i weak;
JumpingBeans Jaa \ .J(T;va _ sendepush ves
[AA98] itinerary serialization?
Messengers
[TDM+94, TMN97, MO weak manual sendepush no
DMTH95, Muh9g
Mole weak,fixed o on-demandrom
Java Javaserialization yes
[BHRS98,SR99] entry codesener
1CODE Java weak,? mary ways possible
[Pic98a,Pic98b]
NOMADS Java (custom
strong customJVM sendempush yes
[SBB*00] JVM) v
Visual] Obli , ushdesired ushdesired
[ ] 4 Obliq weak P . P
[Car95,BN97,BC95] objects procedure
v1.2: C+others.
Tacoma weak,? manual sendeipush yes
[JVRS95,JSVR98] V2.0: Conly
Telescript
[Whi94b, Whi94a, Telescript strong custom sendempush no
Whi97]
Voyager
vag Jaa weak Javaserialization yes
[OBJ97




Table2: Feature®f mary mobile-agensystems.

. S L Resource
System Persistence? Communication Authentication Accesscontrol control
Aglets yes sendobjectasmessage, programmesignscode, | ACL basecbn
[LO98] via proxy usersignsdata sigs?
Ara yes free-formvianamed | programmesignscode, | ACL basedn allowances
[PS97,Pei9g rendezwouspoints usersignsdata sigs? basednsigs
Bond 9 KQML, XML
no?
[BIP*00] messages
Concordia sendobjectasevent, . ACL basedbn
yes . . signedby user no
[WPWT97, WPW9g publish/subscribe user
D’Agents . agentsignedby user | ACL basecbn limits on user;
[GKCR98, no stringmessages . . market-based
andsendingmachine user
BMcl+00, KGNT97] control
FarGo
methodcallsor events
[HBSG99]
sendobject;various
Grasshopper ] SSL.X.509
[BM98] protocols
JumpingBeans centralsener ACL basedn
pIng yes CORBA methodcalls . limits in ACL
[AA98] authenticateall user
Messengers local: sharedmemory
[TDM +94, TMN97, andbulletin board; marlet-based
DMTH95, Muh9§ remote:none
Mol histi d sendobject;message,
BHRS;SeSRQQ Sopn:tlcs ? RPC.or o
[ SR rofibacks publish/subscribe
) 'U’CO[?E no sendobject no no no
[Pic98a,Pic98
Java security
mechanisméor
NOMADS no rawv messages accountsandpassverds peraccount .
[SBB*00] o limiting usage
policy file
Visual] Obli
[ ] 9 methodinvocation nocrypto ACL no
[Car95,BN97,BC95]
Tacoma
raw message reliesonOS relieson OS no
[JVRS95,JSVRI$
Telescript “permits” “permits”
. p methodinvocationor . p p
[Whi94b, Whi94a, yes avents agentsignedby user assignedased | assignedased
Whi97] onuser onuser
Voyager yes method(?all via pro?<y,
[OBJ97 or publish/subscribe
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Figure2: Performancef on-demandrersus‘hot” interpreters.

processMore specifically the sener startsa smallnumberof Java virtual machinesandexecuteamultiple
agentsnsideeach.Executingmultiple agentdnsidea singleJava processs essentiafor systemscalability
dueto the large memoryfootprint of the SunJava Virtual Machine1.0, while dividing the agentsamong
multiple Javaprocesseavoidstheproblemghatthe SunJVM 1.0encounterasthenumberof actvethreads
increasesTheapproaclof runningeachTcl andSchemegentinsideits own processvasadoptedsolelyfor
implementatiorsimplicity, sinceour Tcl andSchemaenterpretershave relatvely small memoryfootprints,
but noinherentthreadsupport.

The sener doesnot wait for anincomingagentbeforespavning aninterpreterprocesdor thatagent,
sinceinterpreterstartupis alarge overheadhatshouldnot be partof the critical migrationpath.Insteadthe
sener spavnsa setof “hot” interpretersvhenit first startsexecution,andsimply assignsncomingagents
to thefirst free hot interpreter The sener startsand stopshot interpetersasthe numberof residentagents
changessothattherearealwayssomefreeinterpretergeadyfor incomingagentsput notanunnecessarily
large number Figure 2 shavs the performanceadvantageof “hot” versuson-demandnterpreters. The
y-axisis thetime in millisecondsfor anagentto migrateto a remotemachineandthenreturnto its home
machine andthe z-axisis the sizeof theagents payloador application-specificode.Eachagentincludes
anadditionaltwo to four kilobytesof identificationinformationandgenericmigrationcode.As onewould
expect,Java agentexhibit adramaticperformancemprovementwith hotinterpretersiueto theJavaVM’ s
large startupoverhead.

The D’Agents approacthof multi-threadedsener, but separatenterpreterprocessesor the agentsal-
lows both high performanceand straightforvard supportfor multiple languages.We could achiere even



greaterefficiency by runningeachagentasa threadinsidethe sener itself, asdo mary othermobile-agent
systemgparticularlythosebasedon Java). In a multiple-languagesystem,however, the costof this effi-
cieng is significantimplementatiorcompleity, andwe do not feel thatthe efficiengy improvementgustify
theimplementatioreffort. Onthe otherhand,despitethe compleity, onegrouphassuccessfulljtakenthis
approach—Araupportanultiple languageshut runsevery agentasathreadinsidea singlesener process.
D’Agentsandmostothermobile-agensystemaisesa peerto-peersener architecturen which agents
move directlyfrom onemachineto another In contrastJumpingBeansusesacentralizedsener architecture
in which agentsmustpassthrougha centralsener on their way from one machineto another Although
this centralizedsener easilycanbecomea performancéottleneck,it greatlysimplifiessecurity tracking,
administratiorandotherissuesperhapsncreasingnitial market acceptance.

3.2 Mohbility

D’Agents supportsstrong mobility, sinceour experiencewith undegraduateprogrammersuggestghat
strongmobility is easierthan weak mobility for the agent programmerto understandand use[Whi98].
At the sametime, however, strongmobility requiressignificanteffort from the systemprogrammer The
systemmustcaptureenoughstateinformationto restorethe agentin exactly the samecontrol stateon its
new machine andin fact,we hadto modify off-the-shelfTcl andJava interpreterdo includethe necessary
state-captureoutines. Although modified interpretergposeno problemsfor an academiaesearchyroup,
they would hurtthe market acceptancef commerciakystemsandnearlyall commercialsystemssupport
only weakmobility.

Whethera systemsupportsweak or strongmobility, it is not always clear preciselywhich resources
shouldmigratewith theagent.For example ,whatif anagenthasopenedafile ononemachineanddecides
to migrateto a nev machinewithout closingthefile? A completediscussiorof suchissuesxtendsbeyond
the scopeof this paper but a more thoroughanalysiscan be found in Fuggettaet al. [FPV9§. In the
paragraphshatfollow, we consideronly the majorcomponent®f anagents state,andcompareD’Agents
migrationwith themigrationin othermobile-agensystems.

Thread. Strong-mobility systemscaptureand migrate threadstate, which includesthe procedure-call
stackandlocal variables,while weak-mobility systemsdo not. In D’Agents, we supportstrongmobility
for Tcl andJava with significantmodificationsto therespectie interpreters Similarly, the NOMADS sys-
temhasa customJava interpreter andthe Telescriptsystemhasa customlanguageandinterpreter Other
systemspre-processhe Java sourcecodeor bytecodegF98, SSY0Q TRV *00], while Ara compilesC++
programsnto bytecodesandinterpretshosebytecodesnsidea virtual machinedesignedo capturethread
state.

Systemswith weakmobility vary widely in the way thatagentsequesto be moved. In onecommon
approacha“go” statementauseshe agents codeanddatato be movedto a givenmachineanda prede-
terminedprocedureés called(or methodinvoked). Often, this procedureor method(“main()” or “run()”) is
the sameoneusedwhenthe agentwasborn; the programmemustusethe datastateto determinewhatto
do eachtime the proceduras called. Anothercommonapproacthis to associat@nitinerary with theagent;
theitineraryliststhe sequencef hoststo visit, andthe methodto invoke on eachhost. Agletscallsthesame
methodat eachstopon the itinerary while JumpingBeans,Concordiaand VVoyagerall allow the agentto
specify a differentmethodfor eachstop. Although the lines betweenitinerary and non-itinerarysystems
areoftenblurred,itinerarysystemsisuallyaredistinguishedy a naturallyevent-drven programmingstyle.
For example,althoughAglets doesinvoke the samemethodat eachstop, the programmeircan optionally
supply additionalmethodsthat are automaticallyinvoked beforedepartureand after arrival, aswell asin
response&o mary othersystemevents.
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FarGoexplicitly separateshe programmingof agentmigrationfrom the core of an agents behaior.
The agentprogrammeispecifiesthe “layout policy” usingan APl from within the Java program,or using
their customscriptinglanguage.Layout changesrereactionsto events,generatedy FarGohostsor by
otherFarGoagents Onepossiblereactionis to pushanagentto anothethost.

Multiplethreads. Althoughin mostsystemsanagentis asinglethreadof execution,somesystemsallow
agentgto createandusemultiple threads.Whenan agenthasmorethanonethread,however, it becomes
importantto carefully definethe semanticof the mobility (“go”) instruction: whenonethreadcalls“go”,
doall threadsmove, or justthecaller?If only thecalling thread whathappengo the otherthreadsVhich
datais moved alongwith the thread(s)?From the literatureit is not clearwhat happensn mostsystems.
We suspecthatthe default behaior, asin D’Agents, is for the calling threadto migrateandthe othersto
beleft behind.With someprogrammeeeffort, datarepresentinghe stateof otherthreadscould be gathered
andtransferredthenat the destinatiomew threadscould be createdwith the capturedstate. NOMADS has
the capabilityto captureandtransferthe stateof all threads.

Data migration. Every mobile-agensystemmustprovide a mechanisnto transferdata,suchasglobal
variablesor heapdata.In D’Agents,asin mostsystemswith strongmobility, all variablesandheapdataare
transferredransparentlyith the agent. Mechanismssary widely in systemswith weakmobility. Typical
Java-basedsystemsuse Java’s serializationcapability to transferan Agent objectandall datareachable
from thatobject. Messengergo not actually“jump”; they createnew messengeréwith specifiedcodeand
data)on a specifiedtarget machine.In Oblig, similarly, a procedureanda “briefcase”of specifiedobjects
arepushedo thetargetmachine.

Onedifficult issueis to identify which datashouldmove with theagent.In D’Agents,AgentTcl moves
all data,andAgentJava movesall datareachabldrom the Agent objectandthreadstack. FarGohasfive
explicit typesof referencedetweentheir migratableunits (“complets”): Link, Pull, Duplicate,Stamp,and
Bi-directional Pull. By choosingthe type of referencethe migration of one completmight pull alonga
referencedomplet,pull alonga copy of areferencedomplet,andsoforth.

Codemigration. Everymobile-agensystemmustprovide amechanisnto transferthe codefor theagent,
althoughapproachesary widely. The sendinghostcould pushall necessargodeto the destinationhost
alongwith theagents data,or it couldsimply sendthe dataandexpectthedestinatiorto specificallyrequest
codemodulesthat it needs.The formerapproachguaranteeshatthe agenthaseverythingit needson ar
rival (importantin systemshopingto supportdisconnected¢omputing);the latterapproachreducedransfer
lateny andmay be especiallyusefulif not all codeis neededat every host,or if codemodulesmight be
cachedat eachhost. In somesystemsthe destinationasksthe sendinghostfor code,in othersystemsthe
destinationasksa third-party “code sener” for code. The useof a codesener allows the sendinghostto
dropout aftersendinghe datato thedestination.

In D’Agents, we pushthe agents entire codebasefrom the sourcemachineto the target machineas
part of the agents stateimage. We have no plansto supporton-demancodefetchingfrom previous ma-
chines,sincethis approachwealensthe mobile-agenabstractionthe mobile agentbecomegsiependenon
amachinethatit haschoserto leave, adependencthatis particularlyundesirablén our mobile-computing
andwireless-netwrk applications We do not have, but hopeto add,supportfor codecaching becauseét is
essentiafor thehighestperformance.

In somelanguagest may be difficult to know preciselywhich codemoduleswill be neededat the
destinatiorhost. Somemobile-agensystemsonseratively sendall codealongwith theagent.Most Java-
basedsystemssendclassesvisible throughintrospection thatis, thosethat are usedby membersof the
agents objects.Unfortunatelythis approachs notcomplete jf anagentusesclasseshatarenotmentioned
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in theobjects membersConcordiashipsmuchof thecodewith theagentalongwith aURL for theagents
homesener whereadditionalclassesnay be obtainedif necessary uCODE examinesthe bytecodefor
eachclassasit is sent,to determinewhich otherclassesieedto be sent. Thesetwo systemsanthuspush
a portion of the codeto the destinationyatherthanall or noneasin the above alternatves. The Sumatra
groupdevelopedan interestingcompilertechniqueto determineexactly which Java classesvould needto
migrate[AS97].

3.3 Languages

A singleprogrammindanguagés thefocusfor mostmobile-agensystemsJavais usedn mostcommercial
systemsandin mary researctsystemspopularbecausef its portablevirtual machine ,supportfor object
serialization rudimentarysupportfor the executionof untrustedcode,andpenetratiorin the marketplace.
Othersystemslike Oblig, have addedsupportfor objectmobility to anexisting language Still others such
asMessengerandTelescript,developeda languagespecificallyto supportthe mobile-agenprogramming
paradigm.

Ara, Bond,D’Agents,andTacomal.2 all supportmultiple programminganguages(The betarelease
of Tacoma2.0 supportsonly C but otherlanguagesanbe addedeasily) We believe thatno onelanguage
is idealfor all programmingasks sosystemghatallow the programmeto choosea languagepr evenmix
languagesis inherentlymoreflexible. Thus, D’Agents allows the programmeito write mobile agentsin
Tcl, Java, or SchemeAdding anew languagdo D’Agentsis straightforvard, albeittime consumingf one
wantsto supportstrongmobility for thenew languageor enforcethefull setof D’Agent securityconstraints.

Currently for reasonf portability and security nearlyall mobile-agensystemseitherinterprettheir
languagesglirectly, or compiletheir languageénto bytecodesndtheninterpretthe bytecodesD’Agentsis
no exceptionasall threeof its languageshoices,Tcl, Java,andSchemeareinterpreted.

3.4 Persistence

Oneconcermof mobile-agenprogrammerss thefateof their mobileagentshouldits hostmachinecrash.In
mostmobile-agensystemsincluding D’Agents, theagentis simply lost. In Telescripthowever, thesener
continuouslywrites the internal stateof executingagentsto non-\olatile store, so that the agentscanbe
restoredafteranodefailure. Concordiawrites agentdo stablestoragebeforeandaftereachjump, to avoid
agentlossin the eventof a machinecrash. It alsopermitsa checkpointat ary methodboundary Aglets,
Ara, JumpingBeans,and Voyagerprovide mechanismgor agentsto save their state(checkpoint)at ary
time. Consideringhatmobile-agensystemsnustbe ableto captureanagents statefor transferto another
host,it is relatively easyto supportcheckpointing.

Tacomahasa few featuresthat an agentmight useto achieve persistence.Tacomaallows agentsto
createfoldersinsidecabinets which areon disk andsurvive pastthe lifetime of a particularagent.Tacoma
examinesa special‘system” cabinetat boottime, andlaunchesew agentsfrom ary foldersfound there.
Thus,anagentcouldpersistacrosssystemcrashesandrebootshy saving its stateinto afolderin thesystem
cabinet.Thatapproachrequiresquite a bit of work from the programmerhowever.

Mole provides perhapsthe most sophisticatedpersistencemechanism. It useslogging to allow
application-initiatd rollback of prior actions,in supportof transaction-orientedpplicationssuchas e-
commerceandsystemmanagemeriSR99].

3.5 Communication

Mobile agentsmustbe ableto communicatewith otheragents,and,in somecaseswith othernon-agent
servicesandresources.Thereare at leastfour issuesin ary interagentcommunicationsystem: how to
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identify the other party whatinterfaceto usefor sendingandreceving data,how to passdatafrom one
partyto the other andhow to maintaincommunicatiorwith a moving agent.

The D’Agentssenersprovide a perhostnamespacér agentcommunication Eachagentis identified
with atuple,the network addres®f the machineon which theagentcurrentlyresidesanda uniqueinteger
thatthe machines sener assigndo the agentwhenit first arrives. This integeris uniqueon that particular
machine but is not uniqueglobally. In addition,an agentcanoptionally registera symbolicstring name,
alsouniqueonly on its currentmachine. Within this namespacd)’Agent agentscan usethreelow-level
communicatiormechanismsWith messaggassingagentsexchangearbitrary string or binary datawith
standardsendandreceiveprimitives—D’Agents doesnotimposeary syntacticor semanticconstrainton
thesemessagesWith streamsan agentestablishes direct connectiorwith a taiget agentandthensends
stringor binarymessageacrosghe connection With events,anagentsendseventsto anotheragentwhich
catchesandprocessethe eventswith registeredeventhandlers.

We choseto supportonly low-level communicationrmechanismsn the core D’Agents system,since
mary applicationsknow the locationsof their componentagentsthroughapplication-specifieneans. In
addition, mary applicationsrequireonly simple dataexchange. Suchapplicationsdo not needcomplex
lookup services delivery services,or messagdormats,and shouldnot be forcedto suffer the associated
communicatioroverheads.For thoseagentsthat do needhigherlevel services,D’Agents providesthose
servicesthroughlibrariesor stationaryserviceagents.For example,to supporta few of our information-
retrieval applications,we developeda simple directory service(“yellow pages”)[GKNT97], so thatan
agentcouldfind aneededserviceagentwithoutknowing the serviceagents currentlocation. This directory
serviceis implementedasa collectionof stationarycooperatingagents.

Othermobile-agensystemsemplg/ awide rangeof communicatiorapproachesMost systemsiseone
of four approachesl) passingnessagesontainingstringsor arbitrarydata;2) passingnessagesontaining
serializedobjects;3) invoking methodson objectsin the otheragent,or 4) publishingeventsto somesortof
channel.

Aglets, GrasshoppernCobE, and NOMADS sendserializedobjectsas a messagdo anotheragent.
NOMADS canalsosendraw chunksof dataif desired. Telescriptagents‘meet” otherlocal agentsafter
which they invoke methodson eachothers’ objects;within a site, they canalsocommunicateby sending
events.

Messengerss truly differentfrom all the others.Two messengersancommunicatevia a sortof shared
memoryif they both know the necessanaddress. For lessintimate communication thereare also two
bulletin-boardservices:the global dictionary, which allows dataexchangebetweenmessengersandthe
servicedictionary, which is a browvsablelisting of messengerthat offer serviceso othermessengerske-
motecommunications not possible.

A few systemsattemptto allow communicatiorwith atraveling agent,throughthe useof a stationary
proxy object. Correspondentsendmessageéor methodinvocations or events)to the proxy, andthe proxy
forwardsthe communicatioron to the currentlocationof the traveling agent. Aglets and Voyagerusethis
approach. It is difficult to ensurereliable delivery to a moving agent,however, althoughpCobE does
so[MP99].

Severalsystemgrovide higherlevel communicatiorabstractionsAra uses'namedrendezwouspoints”
for free-form messaggassing. Concordia,Mole, and Voyagersupporta “publish/subscrilde model for
events,in which aryonecanpublishaneventto a giventopic, andall subscriberganreceve thatevent.

In short,approacheso communicatiornvary widely, aswidely asin ary distributed system. The only
aspecthatis truly relatedto mobility is the difficulty in communicatingvith amoving agent.
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3.6 Security

Securityis a critical issuein mobile-agentsystems put also the mosttime consumingto discuss. Since
D’Agentssecurityis thoroughlydescribedn two earlierpaperdGra96 GKCR98],anddoesnotplay a key
rolein our scalabilityanalysiswe provide only a brief discussiorhere.

Like mostmobile-agensystemsD’Agents protectsa machinefrom maliciousagentsbut, asidefrom
encryptingan agentin transit, doesnot protectan agentagainstmalicious machinesor other attack-
ers[GKCR9§. The agents owner or sendingmachinedigitally signsand encryptsthe agent;and the
receving machinedecryptsthe agent,verifiesthe signature acceptor rejectsthe agentbasedon its sig-
nature,assignsaccesgestrictionsto the agent,thenexecuteshe agentin a secureexecutionervironment
thatenforceshe restrictions.Othermobile-agensystemsrimarily differ in which principalscansignand
encryptall or partof theagent,in thetype andgranularityof resourceestrictionsthatcanbe enforced and
in whetheranagentcanauthenticate sener beforemigratingto it.

Authentication. In somesystemssuchasAglets and Ara, the programmeior manufcturer)signsthe
code,andthe usersignsthe dataandparametersThenhostsdecidehow muchtrustto assignto the agent
basednbothfactors.In JumpingBeansacentralsenercoordinatesll actvity. Thesenerauthenticateall
agent‘places”thatwishto participate andthey in turnauthenticatéhesener. Theseneralsoauthenticates
all agentsandusers.

Access control. D’Agents usesaccess-contrdists, keyed on the owner of the agent,to decidewhich
resourcegachagentcanaccessResource-managegentsnaintainthe access-contrdists. Wheneer an
agentattemptsa “dangerous’actionsuchasopeningafile or network connectionthe security-enforcement
moduleinsidethe agents interpreterconsultsthe resourcemanagers.This approactcleanlyseparateshe
securitypolicy andmechanism.

Visual Obliq includesuserspecifiedacceshecksassociatedvith all “dangerous”Oblig commands,
but doesnot have authenticatioror encryptionmechanismsTypically, therefore the accessheckssimply
askthe humanuserwhetherthe agentshouldbe allowed to performthe givenaction. Tacomarelieson the
underlyingoperatingsystems natve access-contrahechanismsyut the Tacomagrouphasexploredseveral
interestingfault-toleranceindsecuritymechanismsThe mechanism#cludethe useof cooperatingagents
to searchreplicateddatabasem parallelandthensecurelyote on afinal resultfMvRSS94, andthe useof
securityautomatgstatemachinesandsoftwarefaultisolationto specifyandenforcea machines security
policy [Sch97.

Resource control. D’Agents decideswhetheran agentcan accessa particularresource,andin some
straightforvard casessuchas CPU time, doesimposea limit on how much of thatresourcecan be used
in total. In generalhowever, D’Agents doesnot imposelimits on total resourceconsumptionandin par
ticular, doesnotimposelimits on the resourceconsumptiorper unit time. For example,a D’Agents agent
canuseCPU time asquickly asit desires,until the point at which it reachests total limit. Most other
mobile-agensystemdave the sameimitations, mostly becausehe mechanismégor efficient andeffective
fine-grainedcontrol over the agents'usageof CPU, disk, andnetwork arerarely availablein the language
run-time system. Mobile-agentsystemsprimarily differ in exactly which total consumptiorlimits canbe
assigneandenforced.In Ara, for example,anagentcanbeassignedanarbitrarylimit onits total memory
consumptionwhereasa D’Agents agentcan consumememoryup to the limit that Unix imposeson the
interpretemprocess.

NOMADS hasthe mostextensve setof resource-contrainechanismsf all Java-basedgsystemsmade
possibleby their choiceto developtheir own JVM. They controlusageof CPU cycles,network bandwidth,
anddisk usage.
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3.7 Summary

The precedingovervien of D’Agents, and comparisonwith other mobile-agensystemstoucheson only
someof the more importantfeaturesof a mobile-agentsystem. Again, Tables1 and 2 summarizeour
comparisonreffort, and include citationsto appropriateliterature. The D’Agents systemis explainedin
moredetailin severalearlierpaperJRGK97,KGN*97, GKCR97,Gra97 CCMG98,GKCR98 BGM*99,
GCKRO01 KCG*02].

Despitethe differenceslescribedabore, andothersmalldifferencesall of the systemsliscusse@bove
(with theexceptionof Messengerandu CoDE, which arelighterweightmobile-codesystemsareintended
for the sameapplications,suchasinformationretrieval, workflow, network managementand automated
softwareinstallation. All of the systemsaresuitablefor distributedinformationretrieval, andthe decision
of which oneto usemustbe basedon the desiredimplementatiorlanguagethe neededevel of security
andthe neededperformance.In the restof this papey we will useD’Agentsto explore the scalability of
mobile-agentinformation-retrigal applications.

4 D’Agents Scalability

Previous studie GCKRO1] indicatethat mobile agentscanprovide a significantperformanceéenefit,par
ticularly when a servicedoesnot directly supportthe client’s task. Theseresults,however, were for a
scenariahatinvolved a singleagentandan unloadedservice. Given thatmobile agentsaretypically CPU
bound,while the correspondinglient/serer implementationsre often network bound,it is importantto
understandhow the two solutionsscalerelative to eachotherasthe serviceload increasesThe scalability
canbe betteror worsedependingon the network speedthe client andserer computingpower, andmary
otherfactors.In this sectionwe presenscalabilityresultsfor mobileagentsn aninformation-retrigal task
wheremoreandmoreclientsgeneratesimultaneousequestsThesescalabilityresultsarea snapshofrom
anongoingandmuchlarger scalabilitystudy

As wediscusgheperformancef themobile-agenapproachit is importantto remembepurunderlying
assumption—thservicedeveloperswere unableto anticipateanddirectly supportthe needsof all clients,
andinsteadelectedto provide a generalbut low-level interface. If the servicedevelopershadanticipated
a specificclient’s needs,they could have implementedan operationto supportexactly that client task,
andinvoking this builtin operationfrom acrossthe network would always be fasterthansendinga mobile
agent. In information-retrigal applicationshowever, predictingthe needsof future clientsor extendinga
serviceasnew clientsare developedcan be both difficult andtime-consuming.Mobile agentsare a way
to achieye somemeasureof efficiengy, even whenthe information-retrigal task requiresa sequenceof
low-level serviceoperations.

Underthis assumptionye shav belav thatmobile agentsoftenoutperformtraditionalclient/serer so-
lutions, particularlyin low-bandwidthconditions,andscalewell asthe numberof clientsincreasesWhen
comparingmobile-agenaindclient/serer solutions we focuson network bandwidth the passratio, andthe
numberof client machineswherethe pasgatiois the percentagef datathat passesnapplication-specific
filter aftersomeinitial andmoregeneralquery Otherfactors,suchasnetwork reliability andlateng, client
andsener processingpeedsdatasize, taskgranularity and choiceof agentprogramminganguageare
equallyimportant,but areleft for future papers.Thusthe experimentsn this paperdescribeanimportant
but partial sectionof the information-retrigal performancespace,and significantadditionalexperiments
are neededto characterizeéhe rest. Our ultimate goal is to develop predictve performancemodelsfor
information-retrigal applicationsalongwith experimentaimethodgo rapidly characterizepplicationbe-
havior in new network domains. The experimentshere,alongwith the modelingwork in [KCGT02], are
first stepstowardthis goal.
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Severalotherresearctyroupshave modeledor experimentallyanalyzednobile-agenperformanceOn
themodelingside,StraReandSchwehn]SS97]compareRemoteProcedureéCalls(RPC)andmobileagents
in data-processingpplications;Kupperand Park [KP98] comparemobile-ageni@and client/serer imple-
mentationsof a telecommunicationsignaling application; Picco, Fuggettaand Vigna [Pic98h FPV98]
compareode-on-demandemote-galuation,mobile-agenaindclient/sererimplementationsf anetwork-
managemenapplication;and Puliafito et al. [PRS99]usePetrinetsto compareremoteevaluation,mobile
agentsandclient/serer solutionsfor data-processingpplications.With anexperimentalapproachSama-
raset al. [SDSL99] comparedifferent stratgies for accessinga Web sener, and JohanseriJoh9g com-
paresmobile-ageniand client/serer implementationf animage-processingpplication. Of this work,
Johanses’' image-processingpplicationis the closestto the applicationwe measurebelon. Few, if any,
papersxaminethe scalabilityof the systemasthe numberof clientsincreases.

4.1 Our experiments

We implementectlient/serer and mobile-agentwersionsof a simpleinformation-retrigal applicationand
usedquerycompletiontimesasthe performancemetricfor comparinghem. Theapplicationis a simplified
versionof theinformation-retrigal tasksthatthesoldiersin thefield performagainsthe military databases
in Section2. Specifically the applicationallows a userto retrieve a setof “interesting” documentgrom a
documensener. Thesener’s interfaceallows traditionalkeyword queries put the applicationnarravs the
setof documentseturnedirom a keyword queryby searchindor specificphrasesn thedocuments.

Thereare several thingsto note aboutthis application. First, it is temptingto argue that the retrieval
and filtering operationsare too simple. After all, ary moderninternetsearchengine,suchas Googlé
andExcite?, allows the userto searchWeb pagesfor phrasesaswell asindividual keywords. With such
searchengines thereis no needfor the applicationto performa separatdiltering stepto identify which
documentgontaina particularphrase.Our intention, however, wasnot to measurehe performanceof a
domain-specifiaetrieval application,but insteadto measurehe performanceof a simplified application
that(1) allowed straightforvard controlover parametersuchasdatasize filtering ratios,andsoon,and(2)
wasrepresentativeof mary domain-specifi@pplications.Our simplified applicationfills both rolesquite
well, andin particular is an effective stand-infor ary applicationthatusesa services built-in operationgo
obtaina setof candidatalocumentsbut thenperformsasinglepassover the candidatelocumentseitherto
reducethe numberof candidate®r the sizeof eachcandidate For the military news databasefor example,
theclientapplicationusedbuilt-in serviceoperationgo performstandardeyword andphrasesearcheshut
thenautomaticallyconstructedsummarieof the candidatedocuments.For the phonedatabasethe client
applicationusedbuilt-in operationgo retrieve phonecallsthatweremadeat theright time of dayandto or
from the right phonenumber but thenfurther weightedthe documentsaccordingto the topicsandnames
mentionedn eachone.

Secondthe agentsin the mobile-agentversionof the applicationmalke only a single migrationfrom
client to sener machine(and back again). The decisionof whetherto make a single initial migration,
however, is the first and mostimportantdecisionin ary mobile-agentapplication. Canthe client code
efficiently interactwith the servicefrom its homemachine or shouldit sendsomepartof itself to a more
attractve network location?Analyzingthescalabilityof thesingle-migratiorcasdas anessentiasteptoward
anunderstandingf mobile-agenperformance.

Finally, aswe will see,the performancecurvesturn out to be straightforvard, and can be described
easilywith simple mathematicakquations.In fact, aslong asthe agentsystemitself is not overloaded,
the query completiontimes scale(roughly) linearly accordingto the amountof datatransferredover the
network, which in turn is proportionalto the numberof client machinesmaking simultaneousjueries.

*http:/ivww.google.com
“http://www.excite.com
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Although this resultconformsto our intuition, it is not at all obvious that our intuition would have been
correctevenin this simplestcase simply dueto thewide rangeof performanceverheadshatarepresenin
all mobile-agensystems Suchoverheadsangefrom settingup anexecutionervironmentfor anincoming
agentto interpretingthe Java bytecodeghatmake up theagent.It is importantto verify thata realmobile-
agentsystemdoesmeetour scalability expectationsso that applicationdesignersan confidentlyanalyze
situationsfor which experimentsaredifficult orimpossible.

The agentversionof our applicationusesa parentagentto launchfrom oneto twentyidenticalagents,
eachto a separatevorkstation. Eachagentactsas a client in an information-retrigal taskin which it
jumpsto a centralsener, doesa singleinitial queryagainsta documentollectionto getalist of candidate
documentsthensearcheshetext of the candidatedocumentdor a particularsubstringandthenreturnsto
its homemachinewith thematchingdocumentsThetimeit takesfor theprocessingndjumpsof eachagent
is calculatedandreportedto the parentagentwherethey are averagedand summarizedasa performance
measuremenBy varyingthenumberof clientagentgrom oneto twentyacurve canbeconstructeghoving
hov mobile-agenperformancescaleswith numberof clients. By usingoneworkstationper client agent,
we ensurghatwe aremeasuringhe scalabilityof the sener andnetwork, ratherthanof theclient machine.
Figure3 shavs a Java agentthatembodiesnuchof thefunctionalityof ourapplication.lt is agoodexample
of aD’AgentsJavaagentthatuseshejump methodto move betweemmachines.

Sinceour goal is to explore the performanceof mobile code,the mobile-agentversionalways sends
an agentto the documentcollection, ratherthaninteractingwith the documentcollectionfrom acrossthe
network whennetwork conditionsareparticularlygood. Theresultsof our performancexperimentsvould
provide importantinformation, however, to actualapplicationshatneedto decidewhetherto usea proxy
siteandwhetherto spavn child agents.

In the client/serer versionof the application the clientopensa TCP/IPconnectiorover which it sends
gueries,using a simple protocol, to a multithreadedsener (implementedas multiple independensener
tasksfor simplicity). The sener performsthis initial queryto geta list of candidatedocumentsandthen
sendsall theresultingdocumentdackto theclient. Theclientthendoesasubstringsearclonthedocuments
to selectthe final results. The clients and seners keeptrack of the connectionduration(including data
transmissiortimes)andsubstringsearchtimesasa performanceneasure.

We ranour experimentson twenty-oneidenticalLinux computers. The oneto twenty client machines
wereconnectedo theonedocument-seer machinethrougha 100 Mbps switchandhub,a hardwareband-
width managesetto 7 or 10 Mb/s$ or amachinerunningthe DummyNetbandwidthmanagef depending
onthedesirednetwork bandwidth.Thusthe client machinesharethe givenbandwidth.Theauthentication
featuresof D’Agents wereturnedoff, soboththe agentsandthe client/serer messagewereunencrypted
andunsigned.

Thetext of eachdocuments exactly 4 kilobytesin size,but eachretrieved documenis 4.2 kilobytes,
sincetheretriereddocumenincludesa URL, auniqueintegeridentifier andothermeta-informationlin the
agentcase eachretrieved documentactuallytakesup 4.5 kilobytes,an additional0.3 kilobytes,dueto the
detailsof how D’Agents packagesip agentdor transmission.

The Java classfile that containsthe mobile Java agentis 3.2 kilobytes. 3.2 kilobytes of code may

>More specifically eachcomputerwasa VA Linux VarStation28 Model 2871E,which hasa 450 MHz Pentiumll, 512KB
ECCL2 Cacheand256MB RAM. EachcomputeranLinux 2.2.14.We compiledall C/C++code(includingtheagentsener and
interpretersvith GNU gccversion2.91.66(egcs-1.1.12with anoptimizationlevel of 2.

®For the 7.0and10.0Mbps network, the 100 Mbps hubwasreplacedvith an ET/R1700i-BW5 bandwidthmanagermanugic-
turedby Emeging Technologieswhich canenforcepresethandwidthlimits.

For the 1.0, 2.0, and 3.0 Mbps network, the 100 Mbps hub was replacedwith a machinerunning DummyNet, which is
a software packagethat can simulate (and enforce) bandwidthlimitations, network latencies,paclet loss, and multi-path ef-
fects[Riz00], on full-duplex traffic betweerthe client andsener machines.For our tests,we did not introduceary paclet losses
or multi-path effects, and simply usedDummyNetas a throttle on the underlyingphysicalnetwork. DummyNetis available at
http://www.iet.unipi.it/"luigi/ip dummynet/.
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class QueryAgent extends AgentEntryPoint {
public void run (Agent a) {
/I Submit the desired number of queries, sending results to parent.
for (int queries = 0; queries < numQueries; queries++) {
/I jump to the location of the document collection
try {
a.jump (documentMachine, TIMEOUT_SECS);
} catch (Exception e) {
Message message = new Message (0, "Unable to jump to server" +
e.getMessage());
a.send (a.getRootld(), message, TIMEOUT_SECS);
a.end(TIMEOUT_SECS);

}
/I the agent is on the document-collection machine - first make
/[ the initial query to get a list of candidate document ids.
int  dids[] = makelnitialQuery (query,  desiredinitialDocuments);
/I calculate the number of documents that will turn out to
/I be relevant once we examine the document texts
int relevantDocuments = (int)(desiredInitialDocuments*releva ncePer cent) ;
/I examine the document texts to determine which are relevant
try {
examineDocumentTexts(dids, relevantDocuments, documentDirectory);
} catch (Exception e) {
Message message = new Message (1, "examineDocumentTexts error: "+
e.toString());
a.send (a.getRootld(), message, TIMEOUT_SECS);
a.end (TIMEOUT_SECS);
}

/I jump back to the Client home machine
a.jump (clientMachine, TIMEOUT_SECS);
/I send some information to the parent
Message message = new Message (0, results);
a.send (a.getRootld(), message, TIMEOUT_SECS);
} /I end of QUERIES loop.
a.end (TIMEOUT_SECS); // done
} /I end of run()

}

Figure3: A simpleJava agent(with someof theinitialization codeandmethoddefinitionsremovedfor clar
ity). Thisagentmigratesbackandforth betweera clientanda sener machine performinganinformation-
retrieval taskon the sener machineandreturningthe resultsto the client machine.
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seemsmall, but remembethatthe agents codeis primarily awrapperaroundthe databaseperationsThe

agentperformsonly amodestamountof application-specifiprocessingThe stateimageduringmigration,

whichincludesthe 3.2kilobytesof code,is approximatelyl6.5kilobytes,since(1) the stateimageincludes
variablesandcontrolstate notjustcode,and(2) theD’Agentsformatfor Java statemagess notparticularly

compact.In otherwords,whenthe agentmigratesto the databasenachine,its sizeis 16.5kilobytes,and

whenthe agentreturnsto the homemachinejts sizeis 16.5kilobytesplus4.5 kilobytesfor eachdocument
that containedthe desiredsubstring. Of course the bandwidthutilization would include Ethernet,IP and

TCPheaderssoit is largerthanjust the sumof the query agentanddocumensizes.

The C++ client sendsa 256-bytequery acrossthe TCP/IP connection andthendownloadseach4.2-
kilobyte candidatedocumentacrossthat sameconnection. Again, the full bandwidthutilization would
includeEthernet|P andTCP headers.

In addition,ead client generate®nequeryevery two secondsandeachqueryalwaysproducessixty
candidatedocuments.The client/serer approactsendsall sixty documentgo the client. The agentdilter
throughthe documentson the sener (to correctly representhe CPU time that filtering uses),but then
chooseanarbitrary5% or 20% of the documentgto allow straightforvard repeatability).Onequeryevery
two secondssixty candidatedocumentsanda 5% or 20% passratio are simply illustrative pointsin the
performancespacethatwe have explored,althoughthesenumbersdo roughly correspondo the news and
phone-calretrieval tasksfrom our military application.

Figure4 shavsthescalabilityof theapplicationin a10Mbpsnetwork. Thez-axisis thenumberof client
machinegyeneratingqueriessimultaneouslyandthe y-axis is the averagetime in millisecondsper query
We shaw two casegor mobileagentspnecasen which 20%of thedocumentpassheapplication-specific
filter, anda secondcasein which only 5% of the documentgassthefilter. The client/serer approacthas
identicalperformancean the two casespf course becausel00% of documentsaretransmittedacrossthe
network regardless.

Wheninterpretingtheseresults,therearethreeimportantpointsto noteaboutthe experimentalsetup.
First, to simplify the mobile-agentcontrol program,thereis actually only one mobile agentcreatedper
client machine. This single mobile agentmigratesback and forth betweenthe documentsener and the
clientmachine performingthe queryonthedocumenimachine andwaiting ontheclient until it is time for
thenext query This approactdoeseliminatethe smalloverheadf creatinga new agentfor eachquery but
sincethis overheads local to eachclientmachinej.e., no contentionwith otheragentsjt hasnosignificant
effectontheresults.

Secondthe control programon eachclient machineattemptso generat@nequeryevery two seconds
accordingto a uniform randomdistribution, but always waits for the previous queryto completebefore
startingthe next query If the previousquerytakestwo second®r longer the applicationgenerateghe next
queryimmediately Thus,if thenetwork or senerbecome®verloadedwe would seetheoverloadasadrop
in thequerygeneratiorrate.

Finally, the routine to obtain a list of candidatedocumentss actually a stub routine that returnsa
hardcodedist of candidatedocuments.The real routinewould usesignificantly more CPU time thanthe
stubroutine. This routine, however, is usedexactly onceper query andis exactly the samein both the
client/serer andmobile-agenapproachessinceit is anoperationbuilt into the databaseervice.By using
the stubroutine, we are simply assuminghatthe CPU capacityof our testmachineds the CPU capacity
left over afterinvoking the realroutinefor eachquery Of course,usingthe realroutinewould changethe
guerycompletiontimes,but by the sameabsoluteamountin bothclient/serer andmobile-agentases.

With thesethreepointsin mind, Figure4 is straightforvard. The CPU on the documentsener never
reachesnaximumcapacityin ary of the experimentspresentedere® andthusthe behaior in Figure4 is
dueto network effects.

8We monitoredCPUloadduringthe scalabilityexperiments.

19



Agent vs Client/Server, 10Mbps, 5/20% pass ratio, 1Q/2sec, 60docs
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Figure4: Scalabilityof theclient/serer andmobile-agensolutionsin a10 Mbpsnetwork. Thez-axisis the
numberof client machineghat aregeneratingqueriessimultaneouslyandthe y-axisis the averagequery
completiontime. Eachdatapointis the averageacrossL00to 500 queriesperclient. Thenumberof queries
wasadjustedo the minimum neededo produceconsistentesultswith a minimumof computatiortime.
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In the client/serer casethe querytime is dominatedby the network; addingclients causesa linear
increasen the network load anda linear increasen the query-completiortime.  With nine clients, the
network hasnearlyreachedts capacity andattenclientsthetime perqueryjumpssignificantly With tenor
moreclientsthereis notenoughetwork bandwidthfor all of thedocuments$. Here thequerytime exceeds
two secondsjndicating that we have droppedbelon our desiredquery generatiorrate. Werethe clients
unableto slow their querygeneratiorrate,10 or moreclientswould beimpossible.Insteadasmoreclients
arrive eachclientslows its querygeneratiorto matchthe capacityandthe querytimesagainclimb linearly.

The mobile-agentcase,which transmitsonly the documentghat passthe application-specifidilter,
scalesnuchbetter Eachquerycompletesn lessthantwo secondsicrosghe entireclientrange.

Figure5 shaws thatthe situationis quite differentfor a 1.0 Mbps network (notethe changein y-axis).
Themobile-agenapproactstill doesbetterthantheclient/serer approachbut with thereducedandwidth,
themobile-agenapproacteventuallyusesup theentireavailablebandwidthaswell. Oncethis happensthe
agentcompletiontimesscaleaccordingto the total transmissiortime neededor the additionaldocuments
andagentcode. Of course the agentsaretransmittinga filtered documentset, ratherthanevery candidate
documentsothemobile-agentimesstill grov muchmoreslowly thantheclient/serer times.

Figure6 shavs the completiontimesfor multiple network speedon a singlegraph,includingthe data
from Figures4 and5 aswell asdatafor a 2 Mbpsnetwork. It is reassurindo notehow closelythe 10 Mbps
client/serer curve matcheshe 2 Mbps agentscurve, becauseahey transmitroughly the sameamountof
dataacrosghe network. Theslight differencebetweernthe curvesreflectsthe overheadof transportingand
executingthe agents.

Figure7 shavs theratio betweerclient/serer andmobile-agentompletiontimesfor differentnetwork
speeds100,10,7, 3,2 and1 Mbpswith a20%pasgatio. A ratio of 2, for example,meanghatquerietake
twice aslong with theclient/serer approach.

Theratio graphillustratestwo importantpoints. First, the client/serer approachdoesbetterthanthe
mobile-agenapproactover a 100 Mbps network, simply becauséransmittingtheintermediateresultsover
the network is fasterthanexecutingthe agenton the sener. Secondwe clearly seethe mobile-ageniap-
proachreachingthe network bandwidthlimit in the slower networks. As the numberof clientsincrease,
theratiospeak,drop, andthenlevel off. The peakactuallyoccursbeforewe reachthe maximumchannel
bandwidth,so competitionfor the network, not just overloadingof the network, is playing a key role. In
the 7 and10 Mbps casesve do not seethe curveslevel off within our testrangeof 20 clients. We arestill
experimentingwith the systemto determinewhy the 7 Mbps network hasbetterratiosthanthe 10 Mbps
ratios.

Figure8 shavs theratio betweerclient/serer andmobile-agentompletiontimesfor differentnetwork
speedsl100,10, 3,2 and1 Mbpswith a5% pasgatio. This parameteaffectsonly theagenimplementation
andallows themcorrespondinghpetteragentperformance.

Figure 9 and Figure 10 shav the sameratio informationasin Figure 7 and Figure 8 displayedas a
two-dimensionagraphof the overall performancespace.

The performanceatio is largestwhenthe client/serer approachs overloadingthe network while the
bandwidthsavedin amobile-agenapproachs suficientfor theagentdo avoid overloadingthenetwork. In
thefastesnetwork, the agents bandwidthsavings do not significantlyaffect performanceandin high-load
situationson slowver networks both methodsstruggleandthe performanceatiois low.

In summary mobile agentsscalewell undermary network and applicationconditions. In situations
wherethe servicedevelopercannotdirectly supportall client tasks,mobile agentscanprovide significantly
betterperformancehantraditional client/serer approachesMobile agentsdo not provide betterperfor
mancein all caseshowever, andthe applicationdevelopermustcarefully considemwhetherherapplication

910 setsof 60 candidatedocumentss 2700kilobytesof application-leel data. Ignoring protocolheadersthe network would
needto transmit10.5Mbpsto sustainarateof 0.5 queriespersecondperclient.
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Agent vs Client/Server, 1Mbps, 5%/20% pass ratio, 1Q/2sec, 60 docs
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Figureb: Scalabilityof theclient/serer andmobile-agensolutionsin a1.0 Mbpsnetwork. Theexperiment
behindthis graphis the sameasin Figure4 exceptthatwe switchedfrom a 10 Mbpsto 1.0 Mbps network.

Notethe valueson the y-axisarean orderof magnituddargerthanin the previous graph.Eachpointis an
averageacrossl000queriesperclient.
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Agent vs Client/Server, 1,2,10Mbps, 20% pass ratio, 1Q/2sec, 60docs
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Figure6: Scalabilityat differentnetwork speedsvith a 20%pasgatio. This graphincludesresultsfor a2.0
Mbps network, in additionto the 10 Mbps and 1.0 Mbps networks. Eachpoint is an averageacross1000
queriesperclient. Theorderof the entriesin the key is thetop-to-bottomorderof thelineson the graph.
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Client/Server vs Agent 1,2,3,7,10,100Mbps, 20% pass ratio, 1Q/2sec, 60 docs
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Figure7: Ratio of client/serer to mobile-agenperformance.This graphprovidesan interestingview on
systemscalability Eachline shavs theratio betweerthe client/serer andmobile-agenguerytimesfor a
particularnetwork speed.A ratio of 2, for example,meanghatthe averageclient/serer querytakestwice
aslong asthe averagemobile-agentjuery The passratiowas20%in all cases.
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Client/Server vs Agent, 1,2,3,10,100Mbps, 5% pass ratio, 1Q/2sec, 60 docs
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Figure 8: Ratio of client/serer to mobile-agentperformance. Eachline shavs the ratio betweenthe
client/serer and mobile-agentguery timesfor a particularnetwork speed. The passratio was 5% in all
cases.
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D’Agents Performance Ratios 20%
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Figure 9: Ratio of client/serer to mobile-agenperformance.The shadingrepresentshe ratio between
the client/serer and mobile-agentquery times for eachparticularnetwork speedand numberof clients.
The white areais wherethe ratio is lessthan one and hencethe client/serer approachs betterthanthe
mobile-agentpproach.Measurementseretakenfor 1,2,3,7,10and 100Mbpsfor oneto twenty clients,
andinterpolatedat otherpoints. The passratio was20%in all cases.
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D’Agents Performance Ratios 5%
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Figure 10: Ratio of client/serer to mobile-agenperformance.The shadingrepresentshe ratio between
the client/serer and mobile-agentquery times for eachparticularnetwork speedand numberof clients.
The white areais wherethe ratio is lessthan one and hencethe client/serer approachis betterthanthe
mobile-agenapproachMeasurementaeretakenfor 1,2,3,10and100Mbpsfor oneto twentyclients,and
interpolatecat otherpoints. The passratiowas5%in all cases.
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falls in the right sectionof the mobile-agenperformancespace. Significantadditionalwork is neededo

fully mapthis space andgive the developereffective guidelinesasto exactly whenmobile agentsshould
(andshouldnot) beused.In earlierexperimentsfor example,the performancef ourinformation-retrigal

agentswvassignificantlyworsewhenthe agentsvereimplementedn Tcl [GCKRO1]. In particular the Tcl

agentcouldnot constructhelist of relevantdocumentgjuickly enough andthustransferringall the candi-
datedocumentsacrossa 10 Mbps network wasfasterthansendingthe Tcl agentto the documenimachine.
The applicationdevelopermusttake the efficiengy of the availablelanguagesnto account,or he mightend
up with far lessthanthe expectedperformance.Our next setof experimentsfocuseson retrieval tasksin

whichtheagents analysigaskis moreintensve or in which theagents writtenin alessefficientinterpreted
language andon scenarioswith more client machinesanda fasterquery-generatiomate. Theseongoing
experimentsare essentiafor understandingnobile-agentperformancean our larger military application,
andfor developingandvalidatinga predictve modelthatcancover moregeneralinformation-retrigal ap-
plications.

5 LessonsLearned and Conclusions

In this paper we describedhe D’Agents system which supportsmultiple languagescommunicationse-
curity, resourcecontrol, and strongmigration, and quantifiedits performancean distributed information-
retrieval applications.Our experiencewith the useof D’Agentsin alarge applicationthatsupportssoldiers
in thefield shavs thatthemobile-agenparadigmworks. Mobile agentsareausefulapproactor mary dis-
tributedapplications A mobile agentdoesnot requirea permanentonnectiorto the computerfrom which
it waslaunched.The agentdoesnot careif the computerthatlaunchedt becomeslisconnectedecausét
canpursueits searchoperationsndependentlyMoreover, agentsarean efficient paradigmfor information
processingandtransferover wirelessnetworks, which typically have low bandwidthandhigh latengy. By
migratingto the locationof an electronicresourcean agentcanaccesshe resourcdocally andeliminate
costly datatransfersover congestedetworks. This reducesetwork traffic andimprovesdatadelivery, be-
causeit is oftenfasterandcheapeto senda smallagentto a datasourcethanto sendall theintermediate
datato therequestingsite.

In short, we seesix key benefitsof mobile agents: (1) conseration of bandwidth,(2) reductionin
lateng, (3) reductionin total completiontime, (4) supportfor disconnecte@perationn mobile computing,
(5) load balancing,and(6) dynamiccodedeplg/ment. This paperfocusedon bandwidthconseration and
reductionin completiontimes,andan earlierpaperfGCKRO01] discussedhe otherfour reasons Although
noneof thesesix strengthsreuniqueto mobileagentsno competingechniquesharesll six. Thus,thetrue
strengthof mobile agentss thatthey provide a general-purpos&amenork in which arangeof distributed
applicationcanbeimplementedeasilyandefficiently.

First-andsecond-yeanndegraduatestudentsievelopedmary of the D’Agent applicationsventhough
they hadnevertakencoursesn distributedor network computing.Our experiencewith theseundegraduates
suggestshatmobile agentsareeasierto understandhanmessageer RPC-basedechniquesemphasizing
the potentialfor mobile agentsto be a uniform paradigmfor developingdistributed applications. Agents
alsoremove the needfor distributedapplicationgo have their own controllanguageandmultiple-language
systemssuchasD’Agents, TacomaJvRS9] andAra [PS97]demonstrat¢hatthe mobile-agenparadigm
is independentf languagechoice.

D’Agentsis an excellentprototypingtool for distributed applicationsbut several challengesmustbe
overcometo fully realizethe six mobile-agenbenefits. Specifically the protocoloverheadof the mobile-
agentparadigmis large, which hassignificantperformanceconsequences-or example,the experiments
describedn Section4 shav thatdueto the migrationandinterpretve overheadn our system(which s the
casefor all currentsystems)anagentwill outperforma traditionalclient/serer solution(in termsof total
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completiontime) only if a queryretrievesa suficiently large numberof documentandthe agentis ableto

filter mostof themonthesener sideof the connection.This obserationis particularlytrueif theclientand

sener machinesareconnectedvith amedium-speedr fastemetwork (suchasa 10 Mbps Ethernet).From

a scalabilityviewpoint, even thoughthe mobile agentapproactdoesbetterthanthe client/serer approach
whenthereare more clientsin the system,it is easyto seethat scalability becomesan issuefor mobile

agentaswell whenthe maximumchannebandwidthis reachedIn addition,mobileagentsaremorelikely

to overloadthe CPU on the sener machine andwe mustunderstandvhetherbandwidthor the sener CPU

will bethelimiting factorin ary givenapplication.

Thus, while mary difficult problemshave beensolved for mobile agents,mary challengingresearch
problemsremain. We believe thatthe key researctareasare scalability security andprogramverification,
andour projectsfocuson scalability the first of thesethreeissues.Our future goalsfor D’Agents areto
(1) supportagentmigrationthatis only a smallfactorslower thanan RPCcall thattransmitsan equialent
amountof data,(2) executeagentsnearlyasquickly asif they were compiled(directly) into natve code,
(3) integratea high-performancencryptionlibrary, and,mostimportantly (4) expandon the scalabilityex-
perimentsanddevelop generaimodelsfor mobile-agenperformanceparticularlyfor information-retrigal
applications. Suchmodelswill help a designerdecidewhetherto usemobile agentsat all, andwill help
mobile agentdynamicallydecidewhatto do givencurrentnetwork andmachineconditions.

Availability

D’Agents software and documentatiorcanbe downloadedat the D’Agents Web site1° Note thatonly the

D’Agents sener andthe Tcl and Schememodulesare available throughthe web site, sinceour licensing

agreementvith SunMicrosystemsreventsus from makinga completelyopenreleaseof the Java module

(which requiredmaodificationsto the standardJava virtual machineto supportstrongmobility). Readers
interestedn the Java moduleshouldsende-mailto thefirst author
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