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Abstract

Wedevelopdistributedalgorithmsfor sensornet-
works that respondby directing a target (robot
or human)througha region. Thesensornetwork
modelstheeventlevelssensedacrossageograph-
ical area,adaptsto changes,andguidesamoving
objectincrementallyacrossthenetwork. We de-
scribeadevicewecall aFlashlightfor interacting
with the sensor�eld. This interactionincludes
collecting navigation information from the sen-
sorsin thelocalneighborhood,activatingandde-
activating speci�ed areasof the sensornetwork,
anddetectingeventsin the sensornetwork. We
reporton hardwareexperimentsusinga physical
sensornetwork consistingof Motesensors.

1 Intr oduction

Wewishtocreatemoreversatileinformationsystemsbyus-
ingautonomousanddistributedsensornetworks: thousands
of small sensors,equippedwith limited memoryandactu-
ation capabilitieswill autonomouslyorganizethemselves
andmove to track a sourceandconvey informationabout
its location to a humanuser, and to the rest of the team.
Suchdistributedactive mobile sensornetworks areperva-
sive computingsystems,well-suitedfor tasksin extreme
environments,especiallywhen the environmentalmodel
andthetaskspeci�cationsareuncertainandthesystemhas
to adaptto it. A collectionof active sensorscanfollow the
movementof thesourceto betracked,for exampleachemi-
calplumeasit spreadsin theair, a �re to localizeits source,
or aherdof sheepgrazingon theTaihapefarms.

An ad-hocnetwork is formedby agroupof mobilehosts
upon a wirelesslocal network interface. It is a tempo-
rary network formedwithout theaid of any establishedin-
frastructureor centralizedadministration. A sensornet-
work consistsof a collection of sensorsdistributed over
someareathat form an ad-hocnetwork. Eachsensoris
equippedwith somelimited memory and processingca-
pabilities,multiple sensingmodalities,andcommunication

capabilities. Previous work in sensornetworks hascon-
centratedoncommunicationprotocolsfor staticsensornet-
works.Oftenthenetwork topologyis unknownandthenet-
work hasto discover thebestroutefor apacket.

In thispaperwefocusonmobilesensornetworks,where
eachsensornodeis capableof actuation,sensing,andcom-
munication. We examinethe userinteractionwith a mas-
sively distributedsensornetwork. Theusermaybea robot
or a humantraversingthenetwork.

More speci�cally, we build on importantpreviouswork
by [CerpaandEstrin, 2002;Xu et al., 2001;Wattenhofer
et al., ; RamanathanandHain,2000;Chuet al., 2002] and
examinein moredetailsensornetworksthatprovidedirec-
tions to a moving user. We developeda device we call a
Flashlight for interactingwith the sensor�eld. This in-
teractionincludescollecting navigation information from
thesensorsin thelocal neighborhood,activatinganddeac-
tivatingspeci�edareasof thesensornetwork,anddetecting
eventsin the sensornetwork. We describethe Flashlight
andpresentprotocolsfor eachof thesetasks. Finally, we
discussanimplementationof our Flashlightprotocolson a
physicalsensornetwork consistingof 48Motesensors[Hill
et al., 2000;2001] andpresentour experimentaldata.

2 Moti vation: A Distrib uted Protocol for
Guiding Navigation

Sensorsdetectinformationabouttheareathey cover. They
canstorethis informationlocally or forwardit to abasesta-
tion for furtheranalysisanduse.Sensorscanalsousecom-
municationto integratetheir sensedvalueswith therestof
thesensorlandscape.Usersof thenetwork (robotsor peo-
ple) canusethis informationasthey traversethenetwork.
We illustratethis propertyof a reactive sensornetwork in
the context of a guiding task, where a moving object is
guidedacrossthenetwork alongasafepath,away from the
typeof dangerthatcanbedetectedby thesensors.

Theguidingapplicationcanbe formulatedasa robotics
motionplanningproblemin thepresenceof obstacles.The
interestingareasof thesensornetwork arethosewheresen-
sorshave triggered.They canberepresentedasobstacles.
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Figure1: Navigatingalongthesafestpathascomputedin-
crementallyby sensorsin asensornetwork.

Such areasmay include excessive heat (from volcanoes,
�re, etc),people,etc.Weassumethateachsensorcansense
thepresenceor absenceof suchanevent.An eventcon�g-
urationprotocolrunacrossall thenodesof thenetwork cre-
atestheeventmap.Wedonotenvisionthatthenetworkwill
createanaccurategeometricmap,distributedacrossall the
nodes.Instead,wewishfor thenodesin thenetwork to pro-
vide someinformationabouthow far from the eventeach
nodeis. If thesensorsareuniformly distributed,thesmall-
estnumberof communicationhopsto a sensorthat triggers
“yes” to theeventis a measureof thedistance.Thegoalis
to �nd a pathfor themoving objectthatmovestoward the
events(or avoidsthem,dependingon theapplication.)The
usermay askthe network regularly for whereto go next.
Thenodeswithin broadcastingrangefrom theusersupply
thenext beststep.

Inspiredby [Lengyelet al., 1990], we developedseveral
protocolsfor thedistributedguidanceproblemacrosssen-
sornetworksandreportedthedetailsof thesealgorithmsin
[Li etal., 2003]. Themapcanbeconstructedincrementally
andadaptively asanarti�cial potential�eld usinghop-by-
hopcommunication(seeFigure1). The“obstacles”corre-
spondto eventsandhave repulsingvaluesandthegoalhas
an attractingvalue. The potential�eld is computedin the
following way. Eachnodewhosesensortriggers“event”
diffusestheinformationabouttheeventto its neighborsin a
messagethatincludesitssourcenodeid, thepotentialvalue,
andthenumberof hopsfrom thesourceof themessageto
thecurrentnode.Thismessageis usedto updatethepoten-
tial valueat the currentnode. The nodethenbroadcastsa
messagewith its new potentialvalueandnumberof hopsto
its neighbors.

The potential�eld informationstoredat eachnodecan
beusedto guideanobjectequippedwith a sensorthatcan
talk to thenetwork in anon-linefashion.Thesafestpathto
thegoalcanbeidenti�ed with a distributedprotocolusing
dynamicprogramming.In [Li et al., 2003] we prove that
our algorithmdoesnot get stuckin local minima. A user
of the sensornetwork can get continuousfeedbackfrom
thenetwork on how to traversethearea.Theuserasksthe
network for whereto gonext. Theneighboringnodesreply
with their currentvalues.Theusersensorchoosesthebest
possibilityfrom thereturnedvalues.

3 An Interaction Device: The Flashlight

Thenavigationguidanceapplicationis anexampleof how
simplenodesdistributedovera largegeographicalareacan
assistwith globaltasks.This applicationrelieson theabil-
ity of the network userto interactwith the network as a
wholeandwith speci�c nodesin thenetwork. This interac-
tion is directedat retrieving datafrom thenetwork (suchas
collectinglocal informationfrom individualnodesandcol-
lecting global mapsfrom the network) and injecting data
into the network (suchascon�guring the network with a
new taskor reprogrammingits nodes).

Theability to re-taskandrepositionsensorsin anetwork
by sendingstatechangesor uploadingnew codegreatlyen-
hancestheutility of suchanetwork. It allowsdifferentparts
of the network to be tailoredto speci�c tasks,capabilities
to beaddedor changed,andinformationto bestoredin the
nodesin thenetwork. Whenrobotsor peopleinteractwith
the network, the sensorsbecomean extensionof the user
capabilities,basicallyextendingtheir sensorysystemsand
ability to actoveramuchlargerange.

We havedevelopedahand-helddevice thatallowsauser
of the network (a humanor a robot) to interactwith the
network as a whole or to talk to individual nodesin the
network. This device is called a sensoryFlashlight and
is basedon the optical �ashlight metaphor. Whenpointed
in a speci�c direction, the Flashlightcollectsinformation
from all the sensorslocatedin that directionandprovides
its userwith sensoryfeedback.The device canalsoissue
commandsto thesensorsin thatdirection.

Applicationsof theFlashlightdevicefor interactingwith
the sensornetwork include: (1) Guiding robotsor people
alongpathsthatmaychangeovertime; (2) Recon�guringa
wirelesssensornetwork in a patternedway; (3) Interacting
with a wirelesssensornetwork, both consumingandpro-
viding informationstoredwithin thenetwork,changingand
reactingto its topology, re-taskingthenetwork; (4) Invisi-
ble markupof a geographicregion with information; (5)
Sensormanagement;and (6) Ef�ciency improvementsin
messagerouting.

In this sectionwe describethe Flashlighthardwareand
illustrateits capabilitieswith algorithmsfor threetasks:(1)
usingtheFlashlightto activateor deactivateaspeci�edarea
of the sensornetwork; (2) using the Flashlight to detect
eventsin thesensornetwork; and(3) usingtheFlashlightto
provide guidancefeedbackacrossthesensornetwork. We
also describethe implementationof thesealgorithmsand
presentexperimentaldata.

3.1 The Hardware

The Flashlightprototypewe designedand built is shown
in Figure2(left). This device canbe carriedby a human
useror placedonamobilerobot(or �ying robot)to interact
with asensor�eld. Thebeamof theFlashlightis sensor-to-
sensor, multi-hoproutedRFmessageswhichsendor return
information.

TheFlashlightconsistsof ananalogcompass,alertLED,
pagervibrator, a 3 positionmodeswitch, a power switch,



Figure 2: The left �gure shows the Flashlightprototype.
The center�gure shows a Mote board. The right �gure
showstheMotesensorboard.

a rangepotentiometer, somepower conditioningcircuitry,
anda microcontrollerbasedCPU/RFtransceiver. Thepro-
cessingandRF communicationcomponentsof the Flash-
light and the sensornetwork are Berkeley Motes [Hill et
al., 2001], shown in Figure2(center,right). A switch se-
lectsthesensortype(light, sound,temperature,etc.)When
the userpoints the Flashlightin a direction, if sensorre-
portsof theselectedtypearereceivedfrom any sensorsin
thatdirection,a silentvibratingalarmactivates.Thevibra-
tion amplitudecanbe usedto encodehow far (in number
of hops)wasthe sensorthat triggered. The potentiometer
is usedto setthedetectionrange(calibratedin numberof
network hopsfrom sensorto sensor.) Theelectroniccom-
passsuppliesheadingdataindicatingthepointeddirection
of thedevice.

The Flashlight uses one Berkeley Mote
(http://today.CS.Berkeley.EDU/tos/) as a main proces-
sor andsensorboard. The Mote handlesdataprocessing
tasks,A/D conversionof sensoroutput, RF transmission
and reception,and user interface I/O. It consistsof an
Atmel ATMega128 microcontroller (with 4 MHz 8 bit
CPU, 128KB �ash programspace,4K RAM, 4K EEP-
ROM), a 916 MHz RF transceiver (50Kbits/sec,100ft
range),a UART anda 4Mbit serial�ash. A Mote runsfor
approximatelyonemonthon two AA batteries.It includes
light, sound, and temperaturesensors,but other types
of sensorsmay be added. Each Mote runs the TinyOS
operatingsystem.

A moving Flashlightinteractswith awirelesssensornet-
work consistingof Motesensors.Thesensorsarecurrently
programmedto reactto suddenincreasesin light andtem-
peratureintensity, but other sensorymodesare possible.
The Flashlightandall sensorsknow their locationcoordi-
nates.Thesearecurrentlyprovidedto eachsensor, but the
locationparameterscanbeacquiredwith GPSor with acal-
ibrationprocedure.

3.2 The Communication Protocols

The Flashlighthasthreemodes,ActivateSensors,Deacti-
vateSensors,andDetect,selectedby themodeswitch. In

Algorithm 1 TheRouteUpdateroutingalgorithm.
1: if NumberOfHops< k� MessageSizethen
2: if RouteIsSetAND MessageIsFromParentthen
3: Setroutetimeout
4: Incrementmessagehopcount
5: Add network ID to messagehophistory
6: Broadcastupdatedmessage
7: if NOT RouteIsSetthen
8: Recordrouteto Flashlight
9: Setroutetimeout

10: Incrementmessagehopcount
11: Add network ID to messagehophistory
12: Broadcastupdatedmessage

Figure3: (Left) A snapshotof thesensornetwork aftereach
sensorhasestablisheda multi-hop routeto the Flashlight.
(Right) The directionalactivation of sensors.A VR mes-
sagetravelsin a speci�eddirection.Thesensorscontained
within a givenrange(shown in black)havebeenselected.

this sectionwedescribeeachof theseprotocols.

RouteUpdates
The Route Updateprotocol establishesa multi-hop path
from eachsensorto the Flashlight (seeFigure 3(Left)).
Thesepathsarethenusedby otherfunctionsof theFlash-
light to collectdatafrom thesensors.

In all modesthedevicesendsoutRouteUpdatemessages
every t secondswhich areusedandforwardedby thesen-
sorsto determinea valid multi-hoprouteto theFlashlight.
Theseroutesdependonthenetwork con�gurationandmay
changeover time.

TheRouteUpdate(RU) messagesare32 bytesandcon-
sistof theFlashlightNetwork ID, theNetwork IDs for the
lastk hopsandtheCRCchecksum.

Eachsensorusesthis information to storethe network
ID of a parentthroughwhich it canroutemessagesto the
Flashlight(seeAlgorithm 1). Themessagesarepropagated
acrossthe entiresensornetwork in a hop-by-hopfashion.
Eachsensorpreventsloopsby allowing only RU messages
from its parentnodeuntil a timeout limit is reached.Af-
ter the timeout,thesensorchoosesthe �rst rebroadcasting
node it hearsas its parent. The CRC checksumis used
to discardcorruptedmessagessinceTinyOS hasminimal
measuresfor preventingmessagecollisions.

Activate/DeactivateRegion
TheFlashlightcanturn on all thesensorsin a speci�edge-
ographicalareato activatetheareaor it canturn themoff
to deactivatethatarea.Activateallows thenetwork andits



Algorithm 2 TheVectorRouteroutingalgorithm.
1: if ThisMessageID6= AnyOfLastkMessageIDsthen
2: UpdatemessageID list
3: CalculateFlashlightdirectionvector
4: Calculate perpendicularto Flashlight vector that

goesthroughthesensorlocation
5: Find point on Flashlightvectorthat is closestto this

sensor
6: Calculatedistanceof sensorfrom Flashlightbeam

center
7: if the point on Flashlightvector is not behind the

Flashlightthen
8: DistanceFromBeam= distanceof sensorfrom

Flashlightbeamcenter
9: DistanceFromFlashlight= distanceof sensorfrom

Flashlight
10: if (Range< DistanceFromFlashlight)AND (Dis-

tanceFromBeam< Beamwidth)then
11: Activateor Deactivatesensorbasedon �ag
12: RebroadcastVectorRoutemessage

userto collecthigher-resolutioninformationaboutgivenlo-
cationswhenall thesensorsin theareaareon. Activatecan
be augmentedwith a probabilisticcomponentthat selects
only a fractionof thesensorsin thearea.Deactivateallows
the network to switch off all (or a fraction of) the sensors
in an area.This functionality is especiallyusefulduring a
quiet period,whenno eventstrigger andsleepingsensors
preservebatterypower to extendthenetwork lifetime.

In the Activate mode the Flashlight sendsout a Vec-
tor Routemessageregularly, every s seconds.The Vector
Route(VR) messageis 32 byteslong andconsistsof the
following information: 2 bytes- FlashlightNetwork ID;
4 bytes- FlashlightLatitude; 4 bytes- FlashlightLongi-
tude;2 bytes- Rangeto travel in feet;2 bytes- Directionto
travel; 2 bytes- Beamwidth;2 bytes- Hop count;4 bytes
- UniquemessageID; 1 byte - Activate/Deactivate�ag; 1
byte- mode�ag; and2 bytes- CRCchecksum.

Algorithm 2 showstheVectorRouteprotocolthatis used
to activatean area.At a top level, a messagecarryingthe
geometryof an area(speci�ed asa directiondir anddis-
tancedis from thedevice) propagatesthroughthenetwork
in dir , selectingall the sensorsthat areat leastdis away.
Eachsensorusesthemessageinformationandits localstate
to determinewhetherit is partof theactivationareaor not.
This protocolcanbe extendedeasily to accomodateareas
of any givengeometry.

Detect

Activatedsensorswatch for eventsandsendmessagesto
theFlashlightusingthepathscomputedwith RouteUpdate
messages.The Flashlightcan storetime-stampedsensor
triggersin a databasefor lateruse.Sensordetectscanalso
be usedinstantly to presentfeedbackaboutthe direction
and distanceto the sensorthat triggered. Suchfeedback
canbeusedto provide locomotiondirectionfor a robotor
humantraversingthesensor�eld to �nd thesensorthattrig-

Algorithm 3 TheDetectroutingalgorithm.
1: if RouteIsSet AND (RouteTimeOut > 0) AND

(ThisMessageID6= PreviousMessageID)then
2: PreviousMessageID= ThisMessageID
3: Add network ID to hophistory
4: Sendthedatamessageto parent

Figure 4: (Left) A snapshotof the sensornetwork after
an areaof the network (the red node)hasbeenactivated.
(Right)A sensordetecteventis forwardedto theFlashlight
alonga mulithoproute.

gered.Moredetailedinformationandhistorymaybestored
locally on thesensorfor futureconsumption.

SensorDetectmessagescontainthe coordinatesof the
sensorandsensordata. In our implementations,we have
usedlight andtemperatureintensitydata.

Detect messagesare generatedfrom a sensorwhen it
detectsa changein its currentsensoryvalues,basedon a
threshold.Detectmessagesarethenforwardedfrom sensor
to sensoralongtheroutespreviouslyestablishedby theRU
messages(seeFigure4(Right)). UponreachingtheFlash-
light, the headingtoward the detectionandthe numberof
hopsto thesensorthat triggeredarestoredin a table. The
Flashlightgives feedbackto a humanuserby lighting its
LED andturningonavibrationif its currentphysicalhead-
ing matchesa headingstoredin the table. The vibration
amplitudedependson thenumberof hopsto thethesensor
thattriggered.

4 Experiments
WehaveimplementedtheFlashlightcommunicationinfras-
tructuredescribedin Section3 andSection2 andveri�ed
their correctness.We alsoimplementedtwo guidanceap-
plications. The �rst applicationcomputesthe safestpath
acrossadangerousregion—forexampleacrossa forest�re
or a contaminatedcompound.In this application,thesen-
sorsareassumedto recorddangerlevels. The safestpath
acrossthesensor�eld is thencomputedandupdatedincre-
mentally, asthe dangerlevels change[Li et al., 2003]. In
thesecondapplication,we usethis systemto guidea �re-
�ghter or robotto avictim trappedin smoke;wethenguide
the peopleout. In this application,a sensortriggers(for
exampleby usercontact). A path from this sensorto an
outsidebasestationis thencomputed.TheFlashlightinter-
actswith thesensorsone-by-one,eachtimegiving thenext
directionof movementto theuser.

Theseapplicationshave been implementedusing the
Flashlight we built and a 48 node Mote sensornetwork
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Figure6: Theaveragebeamwidth for selectedsensorsfor
a suite of Vector Routemessages.The x axis shows the
Flashlightheading.They axisshows theaveragedistance
from thebeamcenterof theselectedsensorsfor thegiven
Flashlightheading.

runningour communicationprotocols.Theseexperiments
werealsousedto collectdataabouttheeffectivenessof our
communicationprotocols.

4.1 Experimental Setup
We have placed48 Mote sensorsin a grid patternand in
a U-shapedpatternfor all our evaluationexperiments(see
Figure5). Thesensorswereprovidedwith locationcoordi-
natescorrespondingto a horizontalseparationof 32.4feet
anda vertical separationof 35.4 feet. The Flashlightwas
placedat the locationof oneof thegrid sensorsandgiven
its coordinates1. A softwareadjustmentallows us to scale
down the areacoveredby the sensornetwork to carry out
experimentson a desktop. We adjustedthe transmission
power of theMote sensorsto a half a foot usingthedigital
potentiometer.

It is generallydif�cult to collectdatafrom a distributed
setof sensorsconnectedonly by an unreliablelow band-
width radio link. As a result, informationaboutincoming
andoutgoingmessages,aswell asinternaleventsof inter-
est,wereloggedto the4Mbit �ash chipontheMotesensors
with a resoltuionof 1/128of a second.After eachexper-
iment the datawas readout over the radio link and then
postprocessedusingcustomC programs.

4.2 Beamaccuracyexperiments
In the �rst experimentwe measuredthe accuracy of the
beamestimationin theVectorRoutealgorithm(seeAlgo-
rithm 2). We rantheVectorRoutealgorithmandobserved
thesensorsthatwereidenti�ed to bewithin thebeamwidth
(thesesensors'LED lit up.) We placedthe Flashlightat
onecornerof thesensorgrid andrepeatedtheVectorRoute
algorithmfor several orientations.We thencomputedthe
distanceof eachactivatedsensorfrom theactualbeamcen-
ter path. The distancesfor eachangularincrementwere
averagedandtheresultsareshown in Figure6.

Sincethe beamwidth parameterwaschosenat 50 feet,
we expectedthe averagedistanceto the beamto be less
than 50 feet. In general, the algorithm did quite well,

1By placingtheFlashlightat grid cornerswe accomplish“vir -
tual grids” of 200sensors.

Figure7: VectorRoutemessagelatency. Thex axisis time.
They axisshowssensorpercentage.Thecurvescorrespond
to differentexperiments.

with the sensorsthat were activatedbeing mostly within
the beam. We observed someerror in the experiments
conductedarounda Flashlightheadingaroundtrue North
and West. We believe theseerrors are due to the non-
homogeneousmagneticenvironmentwheretheexperiment
wasconducted.This introducednonlinearitiesin thecom-
passreadingswithin theFlashlight.Suchnonlinearitiesare
likely to show up in actualuseaswell, hencea magnetic
compassis not thebestdevice to usefor gettingbearing.

4.3 Messagepropagationlatencyexperiments
In a different set of experiments,we measuredthe mes-
sagepropagationlatency for Vector Routemessages.To
maximizethe numberof hopsin the network we usedthe
U-shapedtestbed.All thesensorsweregiventhesamelo-
cation,so that they would all be within the beamwidthof
a VR messagesimultaneouslyandpropagationtime from
the start to the endof the chaincould be measured.Note
thatmessagesoften jump over morethanonesensoralong
thechaindueto thevariabilityof RFtransmission/reception
range. Thus, althoughwe had 48 sensors,the max hop
rangefor thenetwork wasless.

The resultsfor the VR messagepropagationtimes are
shown in Figure7 for sensoractivation times. The prop-
agationtimes are the sum of the delayscausedby mes-
sagetransmissiontime,computationalload2 causingdelays
in forwarding,collision delayscausingmessageloss,and
hop rangevariability which affectsthe numberof sensors
reachedby eachmessage.

4.4 Dir ectionalGuidance
We have deployed12 Mote sensorsalongcorridorsin our
building andusedtheFlashlightandthecommunicationin-
frastructurepresentedhereto guideahumanuseroutof the
building. The Flashlight interactedwith sensorsto com-
putethenext directionof movementtowardstheexit. For
eachinteraction,theuserdid arotationscanuntil theFlash-
light waspointedin thedirectioncomputedfrom thesensor
data.Theuserthenwalkedin thatdirectionto thenext sen-
sor. Eachtime we recordedthe correctdirectionand the

2Trigonometryis expensive for a 4MHz 8 bit microcontroller
with no �oating point co-processorand software implemented
multipliesanddivides.



Figure5: (Left) TheMotegrid testbed.(Right)TheMoteU-shapetestbed.

directiondetectedby the Flashlight. The directionalerror
was8% (or 30 degrees)on average,andit wasdueto the
non-homogeneousmagnetic�eld in thebuilding,especially
aroundmetalstairs.However, becausethecorridorsandof-
�ce doorwaysarewide, andthesensorssuf�ciently dense,
theexit wasidenti�ed successfully. Theuserwasneverdi-
rectedtowardsa blockedor wrongcon�guration. We envi-
sionanapplicationwherethesensorswill collect tempera-
turegradientsandtheguidancealgorithmwill computethe
safestpathto theexit.

5 Conclusions
We have discussedsensornetworks that caninteractwith
robot or humanusers. We have describedthe Flashlight,
an interactiondevice for sendingcommandsto the sensor
network anddiscussedseveral protocolsin the context of
navigationguidanceapplications:activatingagivenareaof
thesensornetwork, deactivatinga givenareaof thesensor
network, detectingeventsin thesensornetwork andusing
theseeventsfor navigation. We have implementedthese
protocolson a network of 48 Mote sensorsandpresented
someexperimentaldatacollectedfrom this testbed.

This work hasgiven us several insightsinto using ad-
hoc networks for robot interactionswith sensornetworks.
Data loss is not rare in sensornetworks. This is due to
network congestion,transmissioninterference,andgarbled
messages.Thetransmissionrangeof onedirectionmaybe
quite different from that of the oppositedirection. Thus,
the assumptionthat if a nodereceives a packet from an-
othernode,it cansendbacka packet doesnot hold. Net-
work congestionis very likely when the messagerate is
high. This is aggravatedwhenthe nodesin proximity of
eachother try to sendpacketsat the sametime. The un-
certaintyintroducedby dataloss,asymmetry, congestion,
andtransientlinks is fundamentalin sensornetworks and
shouldbe carefully consideredin developingmodelsand
algorithmsfor systemsthatinvolvesensornetworks.
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