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Abstract

We developdistributedalgorithmsfor sensonet-
works that respondby directing a target (robot
or human)througharegion. The sensometwork
modelstheeventlevelssense@crossageograph-
ical area,adaptgdo changesandguidesa moving
objectincrementallyacrosghe network. We de-
scribeadevicewe call aFlashlightfor interacting
with the sensoreld. This interactionincludes
collecting navigation information from the sen-
sorsin thelocal neighborhoodactivatingandde-
activating speci ed areasof the sensometwork,
and detectingeventsin the sensometwork. We
reporton hardwareexperimentsusinga physical
sensomnetwork consistingof Mote sensors.

1 Intr oduction

Wewishto createmoreversatilenformationsystemsy us-
ing autonomousanddistributedsensonetworks: thousands
of small sensorsequippedwith limited memoryandactu-
ation capabilitieswill autonomouslyorganizethemseles
andmove to track a sourceand corvey informationabout
its locationto a humanuser andto the restof the team.
Suchdistributed active mobile sensometworks are pena-
sive computingsystems well-suitedfor tasksin extreme
ervironments, especiallywhen the ervironmentalmodel
andthetaskspeci cationsareuncertaimandthe systemhas
to adaptto it. A collectionof active sensorsanfollow the
movemenif thesourceo betracked,for exampleachemi-
calplumeasit spreadsn theair, a re tolocalizeits source,
or aherdof sheepgrazingon the Taihapefarms.

An ad-hocnetwork is formedby a groupof mobile hosts
upon a wirelesslocal network interface. It is a tempo-
rary network formedwithout the aid of ary establishedn-
frastructureor centralizedadministration. A sensornet-
work consistsof a collection of sensorsdistributed over
someareathat form an ad-hocnetwork. Eachsensoris
equippedwith somelimited memory and processingca-
pabilities,multiple sensingnodalities,andcommunication
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capabilities. Previous work in sensornetworks has con-
centratecbn communicatiorprotocolsfor staticsensomnet-
works. Oftenthenetwork topologyis unknonvn andthe net-
work hasto discoverthe bestroutefor a paclet.

In this papemwe focuson mobile sensonetworks,where
eachsensomnodeis capableof actuationsensingandcom-
munication. We examinethe userinteractionwith a mas-
sively distributedsensometwork. Theusermaybearobot
or ahumantraversingthe network.

More speci cally, we build on importantprevious work
by [CerpaandEstrin, 2002; Xu et al., 2001; Wattenhofer
etal., ; RamanathaandHain, 2000;Chuetal., 2002 and
examinein moredetail sensometworksthatprovide direc-
tions to a moving user We developeda device we call a
Flashlight for interactingwith the sensoreld. This in-
teractionincludescollecting navigation information from
the sensorsn thelocal neighborhoodactivatinganddeac-
tivatingspeci edarea®f thesensonetwork, anddetecting
eventsin the sensometwork. We describethe Flashlight
and presentprotocolsfor eachof thesetasks. Finally, we
discussanimplementatiorof our Flashlightprotocolson a
physicalsensonetwork consistingof 48 Mote sensorgHill
etal., 2000;2001] andpresenbur experimentaldata.

2 Motivation: A Distrib uted Protocol for
Guiding Navigation

Sensorgletectinformationaboutthe areathey cover. They
canstorethisinformationlocally or forwardit to abasesta-
tion for furtheranalysisanduse.Sensorganalsousecom-
municationto integratetheir sensedralueswith the restof
the sensolandscapelUsersof the network (robotsor peo-
ple) canusethis informationasthey traversethe network.
We illustratethis propertyof a reactive sensometwork in
the context of a guiding task, where a moving objectis
guidedacrosghenetwork alonga safepath,away from the
type of dangetthatcanbedetectedy the sensors.

The guiding applicationcanbe formulatedasa robotics
motion planningproblemin the presencef obstaclesThe
interestingareasof thesensomnetwork arethosewheresen-
sorshave triggered. They canberepresentedsobstacles.
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Figurel: Navigatingalongthe safestpathascomputedn-
crementallyby sensorsn asensometwork.

Such areasmay include excessie heat (from volcanoes,
re, etc),people etc. We assumehateachsensorcansense
the presencer absencef suchanevent. An eventcon g-
urationprotocolrunacrossll thenodesof thenetwork cre-
ategheeventmap.We donoternvisionthatthenetwork will
createanaccurategeometriomap,distributedacrossall the
nodes.Insteadwewishfor thenodesn thenetwork to pro-
vide someinformationabouthow far from the eventeach
nodeis. If thesensorsareuniformly distributed,the small-
estnumberof communicatiofopsto a sensoithattriggers
“yes” to theeventis ameasuref thedistance Thegoalis
to nd apathfor the moving objectthat movestowardthe
events(or avoidsthem,dependingnthe application.)The
usermay askthe network regularly for whereto go next.
The nodeswithin broadcastingangefrom the usersupply
thenext beststep.

Inspiredby [Lengyeletal., 1990, we developedseveral
protocolsfor the distributed guidanceproblemacrosssen-
sornetworksandreportedthe detailsof thesealgorithmsin
[Li etal., 2003. Themapcanbeconstructedncrementally
andadaptvely asanarti cial potential eld usinghop-by-
hop communicatior(seeFigure1). The“obstacles’corre-
spondto eventsandhave repulsingvaluesandthe goalhas
an attractingvalue. The potential eld is computedn the
following way. Eachnodewhosesensortriggers“event”
diffusegtheinformationabouttheeventtoits neighborsn a
messagthatincludests sourcenodeid, thepotentialvalue,
andthe numberof hopsfrom the sourceof the messageo
thecurrentnode.This messagés usedto updatethe poten-
tial valueat the currentnode. The nodethenbroadcasts
messagevith its new potentialvalueandnumberof hopsto
its neighbors.

The potential eld information storedat eachnodecan
be usedto guidean objectequippedwith a sensoithatcan
talk to the network in anon-linefashion.The safesfpathto
thegoalcanbeidenti ed with a distributedprotocolusing
dynamicprogramming.In [Li etal., 2003 we prove that
our algorithmdoesnot get stuckin local minima. A user
of the sensornetwork can get continuousfeedbackfrom
the network on how to traversethe area. The userasksthe
network for whereto go next. Theneighboringnodesreply
with their currentvalues.The usersensorchooseshe best
possibilityfrom thereturnedvalues.

3 An Interaction Device: The Flashlight

The navigation guidanceapplicationis an exampleof how
simplenodedistributedover alarge geographicaareacan
assistwith globaltasks.This applicationrelieson the abil-
ity of the network userto interactwith the network asa
wholeandwith speci ¢c nodesin thenetwork. Thisinterac-
tion is directedat retrieving datafrom the network (suchas
collectinglocal informationfrom individual nodesandcol-
lecting global mapsfrom the network) andinjecting data
into the network (suchas con guring the network with a
new taskor reprogrammingts nodes).

Theability to re-taskandrepositionsensorsn a network
by sendingstatechange®r uploadingnew codegreatlyen-
hancegheutility of suchanetwork. It allowsdifferentparts
of the network to be tailoredto speci ¢ tasks,capabilities
to beaddedor changedandinformationto be storedin the
nodesin the network. Whenrobotsor peopleinteractwith
the network, the sensordbecomean extensionof the user
capabilities basicallyextendingtheir sensorysystemsand
ability to actoveramuchlargerange.

We have developeda hand-helddevice thatallows auser
of the network (a humanor a robot) to interactwith the
network as a whole or to talk to individual nodesin the
network. This device is called a sensoryFlashlight and
is basedon the optical ashlight metaphor When pointed
in a speci c direction, the Flashlightcollectsinformation
from all the sensordocatedin that directionand provides
its userwith sensoryfeedback.The device canalsoissue
commandgo thesensorsn thatdirection.

Applicationsof the Flashlightdevice for interactingwith
the sensometwork include: (1) Guiding robotsor people
alongpathsthatmaychangeovertime; (2) Recon guringa
wirelesssensometwork in a patternedvay; (3) Interacting
with a wirelesssensometwork, both consumingand pro-
viding informationstoredwithin thenetwork, changingand
reactingto its topology, re-taskingthe network; (4) Invisi-
ble markup of a geographiaegion with information; (5)
Sensormanagementand (6) Ef ciency improvementsin
messageouting.

In this sectionwe describethe Flashlighthardwareand
illustrateits capabilitieswith algorithmsfor threetasks:(1)
usingtheFlashlightto activateor deactvateaspeci edarea
of the sensornetwork; (2) usingthe Flashlightto detect
eventsin thesensonetwork; and(3) usingthe Flashlightto
provide guidancefeedbackacrossthe sensometwork. We
also describethe implementationof thesealgorithmsand
presenexperimentadata.

3.1 The Hardware

The Flashlight prototypewe designedand built is shavn
in Figure 2(left). This device canbe carriedby a human
useror placedonamobilerobot(or ying robot)to interact
with asensoreld. Thebeamof theFlashlightis sensoito-
sensormulti-hoproutedRF messagewhich sendor return
information.

TheFlashlightconsistof ananalogcompassalertLED,
pagervibrator, a 3 positionmodeswitch, a power switch,



Figure 2: The left gure shaws the Flashlightprototype.
The center gure shavs a Mote board. The right gure
shavs the Mote sensotboard.

a rangepotentiometersomepower conditioningcircuitry,
anda microcontrollerbasedCPU/RFtranscever. The pro-
cessingand RF communicationcomponent®f the Flash-
light andthe sensometwork are Berkeley Motes [Hill et
al., 20011, shown in Figure 2(centeyright). A switch se-
lectsthe sensotype (light, sound temperaturegtc.) When
the userpointsthe Flashlightin a direction, if sensorre-
portsof the selectedype arereceived from ary sensorsn
thatdirection,asilentvibratingalarmactivates.Thevibra-
tion amplitudecanbe usedto encodehow far (in number
of hops)wasthe sensotthat triggered. The potentiometer
is usedto setthe detectionrange(calibratedin numberof
network hopsfrom sensorto sensol) The electroniccom-
passsuppliesheadingdataindicatingthe pointeddirection
of thedevice.

The Flashlight wuses one Berkeley Mote
(http://todayCS.Berleley.EDU/tos/) as a main proces-
sor and sensorboard. The Mote handlesdataprocessing
tasks,A/D corversionof sensoroutput, RF transmission
and reception, and user interface I/0. It consistsof an
Atmel ATMegal28 microcontroller (with 4 MHz 8 bit
CPU, 128KB ash programspace, 4K RAM, 4K EEP-
ROM), a 916 MHz RF transcerer (50Kbits/sec, 100ft
range),a UART anda 4Mbit serial ash. A Mote runsfor
approximatelyonemonthon two AA batteries.It includes
light, sound, and temperaturesensors,but other types
of sensorsmay be added. Each Mote runs the TinyOS
operatingsystem.

A moving Flashlightinteractswith awirelesssensonet-
work consistingof Mote sensorsThesensorarecurrently
programmedo reactto suddenincreasesn light andtem-
peratureintensity but other sensorymodesare possible.
The Flashlightandall sensorknow their location coordi-
nates.Thesearecurrently providedto eachsensoybut the
locationparametersanbeacquiredvith GPSor with acal-
ibrationprocedure.

3.2 The Communication Protocols

The Flashlighthasthreemodes,Activate SensorsPeacti-
vate Sensorsand Detect,selectedby the modeswitch. In

Algorithm 1 The RouteUpdateroutingalgorithm.
1: if NumberOfHops< k MessageSizthen
2:  if RoutelsSeAND MessagelsFron#entthen
3 Setroutetimeout
4: Incrementmessagéopcount
5: Add network ID to messagéophistory
6:
7
8
9

Broadcastpdatedmessage
if NOT RoutelsSethen

Recordrouteto Flashlight

Setroutetimeout

10: Incrementmessagéop count
11 Add network ID to messagéophistory
12: Broadcastipdatednessage

Figure3: (Left) A snapshobf thesensonetwork aftereach
sensothasestablishech multi-hop routeto the Flashlight.
(Right) The directionalactivation of sensors.A VR mes-
sagetravelsin a speci ed direction. The sensorgontained
within a givenrange(shavn in black) have beenselected.

this sectionwe describeeachof theseprotocols.

Route Updates

The Route Update protocol establishesa multi-hop path
from eachsensorto the Flashlight (see Figure 3(Left)).
Thesepathsarethenusedby otherfunctionsof the Flash-
light to collectdatafrom thesensors.

In all modeghedevice sendutRouteUpdatemessages
every t secondswhich areusedandforwardedby the sen-
sorsto determinea valid multi-hoprouteto the Flashlight.
Theseroutesdependnthe network con gurationandmay
changeovertime.

The RouteUpdate(RU) messageare 32 bytesandcon-
sistof the FlashlightNetwork ID, the Network IDs for the
lastk hopsandthe CRCchecksum.

Eachsensorusesthis informationto storethe network
ID of a parentthroughwhich it canroute messageso the
Flashlight(seeAlgorithm 1). Themessagearepropagated
acrossthe entire sensometwork in a hop-by-hopfashion.
Eachsensompreventsloopsby allowing only RU messages
from its parentnodeuntil a timeoutlimit is reached.Af-
ter the timeout, the sensorchooseghe rst rebroadcasting
nodeit hearsasits parent. The CRC checksumis used
to discardcorruptedmessagesince TinyOS hasminimal
measurefor preventingmessageollisions.

Activate/Deactvate Region

TheFlashlightcanturn on all the sensorsn a speci ed ge-
ographicalareato activatethe areaor it canturn themoff
to deactivatehatarea.Activateallows the network andits



Algorithm 2 TheVectorRouteroutingalgorithm.

Algorithm 3 The Detectroutingalgorithm.

1: if ThisMessagel® AnyOfLastkMessagelDthen

2:  UpdatemessagéD list

3:  CalculateFlashlightdirectionvector

4:  Calculate perpendicularto Flashlight vector that
goesthroughthe sensotocation

5. Find point on Flashlightvectorthatis closesto this
sensor

6: Calculatedistanceof sensorfrom Flashlightbeam
center

7:  if the point on Flashlightvectoris not behindthe
Flashlightthen

8: DistanceFromBean¥ distanceof sensorfrom
Flashlightbeamcenter

9: DistanceFromFlashlight distanceof sensofrom
Flashlight

10: if (Range< DistanceFromFlashlight\ND (Dis-
tanceFromBeam Beamwidth)then

11 Activateor Deactvatesensobasedn ag

12: RebroadcastectorRoutemessage

userto collecthigherresolutioninformationaboutgivenlo-
cationswhenall thesensorsn theareaareon. Activatecan
be augmentedvith a probabilisticcomponenthat selects
only afractionof thesensorsn thearea.Deactvateallows
the network to switch off all (or a fraction of) the sensors
in anarea. This functionality is especiallyusefulduring a
quiet period, whenno eventstrigger and sleepingsensors
presere batterypowerto extendthe network lifetime.

In the Activate mode the Flashlight sendsout a Vec-
tor Routemessageegularly, every s seconds.The Vector
Route (VR) messages 32 byteslong and consistsof the
following information: 2 bytes- Flashlight Network ID;
4 bytes- FlashlightLatitude; 4 bytes- FlashlightLongi-
tude;2 bytes- Rangeto travel in feet; 2 bytes- Directionto
travel; 2 bytes- Beamwidth;2 bytes- Hop count; 4 bytes
- Unigue messageD; 1 byte - Activate/Deactiate ag; 1
byte- mode ag; and2 bytes- CRCchecksum.

Algorithm 2 shovsthe VectorRouteprotocolthatis used
to activatean area. At a top level, a messagearryingthe
geometryof an area(speci ed asa directiondir anddis-
tancedis from the device) propagateshroughthe network
in dir, selectingall the sensorghatare at leastdis away.
Eachsensouseghemessag@nformationandits local state
to determinewhetherit is partof the activationareaor not.
This protocolcanbe extendedeasilyto accomodatareas
of ary givengeometry

Detect

Activatedsensorsvatch for eventsand sendmessageso
theFlashlightusingthe pathscomputedvith RouteUpdate
messages.The Flashlight can store time-stampedsensor
triggersin a databaséor lateruse. Sensordetectscanalso
be usedinstantly to presentfeedbackaboutthe direction
and distanceto the sensorthat triggered. Suchfeedback
canbe usedto provide locomotiondirectionfor a robotor
humantraversingthesensoreld to nd thesensothattrig-

1: if RoutelsSet AND (RouteimeOut > 0) AND
(ThisMessagel® PreviousMessagelDihen

2:  PreviousMessagel> ThisMessagelD

3:  Add network ID to hophistory

4. Sendthedatamessagé¢o parent

Figure 4: (Left) A snapshobf the sensornetwork after
an areaof the network (the red node)hasbeenactivated.
(Right) A sensodetecteventis forwardedto the Flashlight
alonga mulithoproute.

gered.More detailednformationandhistorymaybestored
locally onthe sensoffor future consumption.

SensorDetectmessagesontainthe coordinatesof the
sensorand sensordata. In our implementationswe have
usediight andtemperaturéntensitydata.

Detect messagesre generatedrom a sensorwhen it
detectsa changein its currentsensoryalues,basedon a
threshold Detectmessagearethenforwardedfrom sensor
to sensomlongtheroutespreviously establishedby the RU
messagesseeFigure4(Right)). Uponreachingthe Flash-
light, the headingtoward the detectionandthe numberof
hopsto the sensotthattriggeredarestoredin atable. The
Flashlightgives feedbackto a humanuserby lighting its
LED andturningonavibrationif its currentphysicalhead-
ing matchesa headingstoredin the table. The vibration
amplitudedepend®n the numberof hopsto thethe sensor
thattriggered.

4 Experiments

We haveimplementedheFlashlightcommunicationnfras-
tructuredescribedn Section3 and Section2 andveri ed
their correctnessWe alsoimplementedwo guidanceap-
plications. The rst applicationcomputeshe safestpath
acrossa dangerousegion—for exampleacrossa forest re
or a contaminateccompound.In this application,the sen-
sorsareassumedo recorddangerlevels. The safestpath
acrosghesensoreld is thencomputedandupdatedncre-
mentally asthe dangerevels changelLi etal., 2003. In
the secondapplication,we usethis systemto guidea re-
ghter orrobotto avictim trappedn smole; wethenguide
the peopleout. In this application,a sensortriggers (for
exampleby usercontact). A pathfrom this sensorto an
outsidebasestationis thencomputed.The Flashlightinter
actswith the sensor®ne-by-oneeachtime giving the next
directionof movementto theuser

These applicationshave beenimplementedusing the
Flashlightwe built and a 48 node Mote sensornetwork
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a suite of Vector Routemessages.The x axis shaws the
Flashlightheading.They axis shavs the averagedistance
from the beamcenterof the selectedsensordor the given

Flashlightheading.

runningour communicatiorprotocols. Theseexperiments
werealsousedto collectdataaboutthe effectivenesof our
communicatiorprotocols.

4.1 Experimental Setup

We have placed48 Mote sensorsn a grid patternandin
a U-shapedpatternfor all our evaluationexperiments(see
Figure5). Thesensorsvereprovidedwith locationcoordi-
natescorrespondindo a horizontalseparatiorof 32.4feet
anda vertical separatiorof 35.4feet. The Flashlightwas
placedat the location of oneof the grid sensorsandgiven
its coordinates A software adjustmentllows us to scale
down the areacoveredby the sensometwork to carry out
experimentson a desktop. We adjustedthe transmission
power of the Mote sensorgo a half a foot usingthe digital
potentiometer

It is generallydif cult to collectdatafrom a distributed
setof sensorsonnectednly by an unreliablelow band-
width radiolink. As aresult,informationaboutincoming
andoutgoingmessagesswell asinternaleventsof inter-
est,wereloggedto the4Mbit ash chipontheMotesensors
with a resoltuionof 1/128 of a second. After eachexper
iment the datawas readout over the radio link andthen
postprocessedsingcustomC programs.

4.2 Beamaccuracyexperiments

In the rst experimentwe measuredhe accurag of the
beamestimationin the Vector Routealgorithm (seeAlgo-
rithm 2). We ranthe VectorRoutealgorithmandobsened
thesensorshatwereidenti ed to bewithin thebeamwidth
(thesesensors'LED lit up.) We placedthe Flashlightat
onecornerof thesensogrid andrepeatedhe VectorRoute
algorithmfor several orientations. We then computedthe
distanceof eachactivatedsensoifrom theactualbeamcen-
ter path. The distancesfor eachangularincrementwere
averagedandtheresultsareshavn in Figure6.

Sincethe beamwidth parametemwaschosenat 50 feet,
we expectedthe averagedistanceto the beamto be less
than 50 feet. In general,the algorithm did quite well,

1By placingthe Flashlightat grid cornerswe accomplisHvir -
tual grids” of 200sensors.
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with the sensorghat were activated being mostly within

the beam. We obsened someerror in the experiments
conductedarounda Flashlightheadingaroundtrue North

and West. We believe theseerrors are due to the non-

homogeneoumagneticervironmentwherethe experiment
wasconducted.This introducednonlinearitiesn the com-
passreadingswithin the Flashlight.Suchnonlinearitiesare
likely to shawv up in actualuseaswell, hencea magnetic
compasss notthe bestdevice to usefor gettingbearing.

4.3 Messagepropagationlatency experiments

In a different set of experiments,we measuredhe mes-
sagepropagationateng for Vector Route messages.To
maximizethe numberof hopsin the network we usedthe
U-shapedestbed.All the sensoraveregiventhe samelo-
cation, so thatthey would all be within the beamwidthof
a VR messagesimultaneouslyand propagatiortime from
the startto the end of the chaincould be measured.Note
thatmessagesftenjump over morethanonesensorlong
thechaindueto thevariability of RFtransmission/reception
range. Thus, althoughwe had 48 sensorsthe max hop
rangefor the network wasless.

The resultsfor the VR messagegropagationtimes are
shavn in Figure 7 for sensoractivation times. The prop-
agationtimes are the sum of the delayscausedby mes-
sagetransmissiorime, computationaload? causingdelays
in forwarding, collision delayscausingmessagéoss, and
hop rangevariability which affectsthe numberof sensors
reachedy eachmessage.

4.4 Directional Guidance

We have deployed 12 Mote sensorsalongcorridorsin our
building andusedthe Flashlightandthecommunicationin-
frastructurepresentedhereto guidea humanuserout of the
building. The Flashlightinteractedwith sensordo com-
putethe next directionof movementtowardsthe exit. For
eachinteractiontheuserdid arotationscanuntil the Flash-
light waspointedin thedirectioncomputedrom thesensor
data.Theuserthenwalkedin thatdirectionto thenext sen-
sor Eachtime we recordedthe correctdirectionandthe

2Trigonometryis expensie for a 4MHz 8 bit microcontroller
with no oating point co-processornd software implemented
multipliesanddivides.



Figure5: (Left) The Mote grid testbed (Right) The Mote U-shapeestbed.

directiondetectedoy the Flashlight. The directionalerror
was 8% (or 30 degrees)on average,andit wasdueto the
non-homogeneousagneticeld in thebuilding, especially
aroundmetalstairs.However, becausé¢he corridorsandof-
ce doorwaysarewide, andthe sensorsufciently dense,
theexit wasidenti ed successfullyThe userwasnever di-
rectedtowardsa blockedor wrong con guration. We ervi-
sionanapplicationwherethe sensorsill collecttempera-
turegradientsandthe guidancealgorithmwill computethe
safestpathto the exit.

5 Conclusions

We have discussedsensometworks that caninteractwith
robot or humanusers. We have describedthe Flashlight,
an interactiondevice for sendingcommandsgo the sensor
network and discussedsereral protocolsin the context of
navigationguidanceapplicationsactivatinga givenareaof
the sensometwork, deactvating a givenareaof the sensor
network, detectingeventsin the sensometwork andusing
theseeventsfor navigation. We have implementedthese
protocolson a network of 48 Mote sensorsand presented
someexperimentadatacollectedfrom this testbed.

This work hasgiven us several insightsinto using ad-
hoc networks for robot interactionswith sensometworks.
Datalossis not rare in sensornetworks. This is dueto
network congestiontransmissiorinterferenceandgarbled
messagesThetransmissiorrangeof onedirectionmaybe
quite differentfrom that of the oppositedirection. Thus,
the assumptiorthat if a nodereceves a paclet from an-
othernode,it cansendbacka paclet doesnot hold. Net-
work congestionis very likely when the messageate is
high. This is aggravatedwhenthe nodesin proximity of
eachothertry to sendpaclets at the sametime. The un-
certaintyintroducedby dataloss, asymmetry congestion,
andtransientlinks is fundamentain sensometworks and
shouldbe carefully consideredn developing modelsand
algorithmsfor systemghatinvolve sensomnetworks.
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